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Preface

Thank you for purchasing the Authorized Send V6.4 application. Please read this manual
thoroughly before operating the product on your MEAP-enabled machine to familiarize
yourself with its capabilities, and to make the most of its many functions. After reading this
manual, store it in a safe place for future reference.

How to Use This Manual

This manual assumes that the reader has a good understanding of MEAP (Multifunctional
Embedded Application Platform) and Canon imageRUNNER ADVANCE machines.

This manual does not provide instructions for using or installing the Authorized Send
application. For instructions on using the Authorized Send application, see the Authorized
Send Version 6.4 User’s Guide. For instructions on installing the Authorized Send
application, see the Authorized Send Version 6.4 Installation Guide.

Symbols Used in This Manual

The following symbols are used in this manual to explain procedures, restrictions, and
instructions that should be observed for safety.

O IMPORTANT Indicates operational requirements and restrictions. Be sure to read these
items carefully to operate the machine correctly, and avoid damaging the
machine.

2 NOTE Indicates a clarification of an operation, or contains additional explanations
for a procedure. Reading these notes is highly recommended.
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Keys and Buttons Used in This Manual

The following key and button names are a few examples of how keys and buttons to be
pressed and clicked are represented in this manual:

Touch Panel Display Keys: [Key Name]
Examples: [Scan]
[Cancel]
Control Panel Keys: Key Icon (Key Name)
Examples: © (Start)
& (Stop)
Buttons on Computer Operations Screens: [Button Name]
Examples: [Scan to E-Mail]
[Save]

8 Authorized Send V6.4 Configuration Guide



Displays Used in This Manual
Screen shots used in this manual are those taken when Authorized Send is being installed
using MEAP SMS (Service Management Service), and when Authorized Send is running on
the various imageRUNNER ADVANCE devices.

The keys/buttons you should select or click are marked with a circle, as shown below. When
multiple keys/buttons can be selected on the screen, all keys/buttons are circled.

Example:

1. Click [E-Mail Service] — [Save].

Change ID & Password  Logout

Authorized Send Configuration canon

Authentiation

E-Mail Service

ScanilE ai E-Mail Service

Scan to Folder

Scan to Fax Access Controls

Scan to LFax SMIP Server Address [00000000] X|Port:[5 | sSL: O Tes] Click these
Scan to RightFax [] Enable SMTP Authentication

Scan to Fax2Mail e —_— 1 bUtton:S for
Fax Forwarding J Operann.
Scan to FTP

Scan to SharePoint
Scan to Box

Scan to Google Drive
Scan to Multi-Destinations
One-Touch Butions
Feature Controls
Scan Sefings

File Name Template
Metadata Index
Options

Logs and Report

Configuration
Management

Disclaimer
About

& NOTE
Some operating systems and browsers may exhibit different displays and behaviors.
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Abbreviations and Terms Used in This Manual

The following abbreviations are used in this manual.

Abbreviation

Definition

AD

Active Directory

AMS Access Management System

DFS Distributed File System

DN Distinguished Name

DNS Domain Name Service

FQDN Fully Qualified Domain Name

FTP File Transfer Protocol

FTPS File Transfer Protocol over SSL

GIF Graphics Interchange Format

HID Human Interface Device

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

IP Internet Protocol

JPEG Joint Photographic Experts Group

KDC Key Distribution Center

LAN Local Area Network

LDAP Lightweight Directory Access Protocol

MEAP Multifunctional Embedded Application Platform

MEAP device Supp(_)rted Canon imageRUNNER ADVANCE multifunctional
machine that features embedded MEAP technology.

NTLM NT LAN Manager

NTLMSSP NT LAN Manager Security Support Provider

OCR Optical Character Recognition

PDF Portable Document Format

PNG Portable Network Graphics

PPT PowerPoint

Printable ASCII

These characters are from * * (space) up to and including ‘~ (tilde)
on the ASCII table (the decimal values for the characters, x , are:
32 (space) < x < 126 (tilde)).

RGB Red Green Blue
Shared Credentials Management Service enables MEAP
SCMS - : . ;
applications to register and view shared credentials.
S-FTP SSH (Secure Shell) File Transfer Protocol
SMB Server Message Block
SMS Service Management Service
SMTP Simple Mail Transfer Protocol
SSH Secure Shell
SSL Secure Sockets Layer

10
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Abbreviations and Terms Used in This Manual Table Continued

Abbreviation Definition

A set of consecutive characters that the user is able to input into a

String text box. If input into a text box is required, a string that consists
of all spaces is not valid.

TIFF Tagged Image File Format

TLS Transport Layer Security

UDP User Datagram Protocol

Ul User Interface

URL Uniform Resource Locator

USB Universal Serial Bus

XML Extensible Markup Language

XPS XML Paper Specification

Hyperlinks

When this manual is in its native PDF form, the blue underlined text represents a hyperlink to
the corresponding sections of this manual or to external Web sites.

For example: See Chapter 1, “Introduction,” on p. 13.

Likewise, all entries in the Table of Contents are hyperlinks.
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Legal Notices

Trademarks

Canon, the Canon logo, imageRUNNER ADVANCE, and MEAP are registered trademarks,
and the MEAP logo is a trademark, of Canon Inc. in the United States and may also be a
trademark or registered trademark in other countries.

Adobe and Adobe Acrobat are trademarks of Adobe Systems Incorporated.
Microsoft, Windows, Windows Server, Office 365, and Internet Explorer are registered
trademarks of Microsoft Corporation in the United States and are trademarks or registered

trademarks of Microsoft Corporation in other countries.

Java and all Java-based trademarks and logos are the trademarks or registered trademarks of
Oracle Corporation in the United States or other countries.

Google is a trademark of Google, Inc.

Other product and company names herein are, or may be, the trademarks of their respective
OWners.

Copyright

Copyright 2018 by Canon U.S.A., Inc. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying and recording, or by any information
storage or retrieval system without the prior written permission of Canon U.S.A., Inc.

Disclaimers

The information in this document is subject to change without notice.

CANON U.S.A., INC. MAKES NO WARRANTY OF ANY KIND WITH REGARD TO
THIS MATERIAL, EITHER EXPRESS OR IMPLIED, EXCEPT AS PROVIDED HEREIN,
INCLUDING WITHOUT LIMITATION, THEREOF, WARRANTIES AS TO
MARKETABILITY, MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
OR USE OR NON-INFRINGEMENT. CANON U.S.A., INC. SHALL NOT BE LIABLE
FOR ANY DIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY
NATURE, OR LOSSES OR EXPENSES RESULTING FROM THE USE OF THIS
MATERIAL.

12
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Chapter 1 Introduction

This chapter describes the overview of the Authorized Send application, the system
requirements for installing, configuring, and operating the software and application, and the
component functional requirements.

1.1

Overview of Authorized Send

Authorized Send is a customized MEAP application. It should be installed and operated
on a Canon MEAP-enabled device, and provides authenticated scan to e-mail, scan to
fax, and scan to folder functionalities. Authorized Send does not require the user to be
authenticated to use the native functions of the machine, such as Copy, Print, and Scan,
and does not interfere with any of these functions.

MEAP is a software platform embedded in a MEAP device that enables the
development of custom applications, which run alongside native functions, such as
Copy, Print, and Scan.

MEAP, developed by Canon, is based on Oracle’s Java technology.

Authorized Send 6.4 is designed to perform the following new functions once
configured from the Authorized Send Configuration servlet:

e Administrators can set the machine to display a disclaimer screen (which must be
acknowledged to continue) before the user can log on to Authorized Send and after a
user logs off of Authorized Send.

¢ A disclaimer message can be automatically appended to the body of all Scan to
E-Mail jobs, including jobs started with the One-Touch Buttons.

O \MPORTANT

e System Administrator knowledge of Microsoft Windows and Canon MEAP-enabled
devices is necessary to install and configure the Authorized Send application.

e For instructions on using Authorized Send, see the Authorized Send Version 6.4
User’s Guide.

¢ You can only encrypt a PDF document if the machine supports the Encrypted PDF
mode. Contact the System Administrator for more information.

Authorized Send V6.4 Configuration Guide 13



1.2 System Requirements

Authorized Send requires the proper installation and configuration of all items
documented in this guide. Failure to correctly install or configure the software and
application may affect its operation.

If Authorized Send is not working properly, the problem can likely be traced to an
installation or configuration issue. Please consult the appropriate guides (including the
Authorized Send Version 6.4 Troubleshooting Guide) before contacting Canon U.S.A.’s

e-Support.

1.2.1 Operating Environment

To send an e-mail message, an Exchange Server is required.

1.2.2 Hardware Requirements

Authorized Send requires a Canon imageRUNNER ADVANCE device running the
latest released firmware version, and the Canon imagePRESS C700 and C750
running the latest released firmware version. However, Canon devices that use a
PRISMAsync controller are not supported.

The Scan to Fax function is not supported on these devices:
imageRUNNER ADVANCE C2030/C2020

imageRUNNER ADVANCE 500iF/400iF

imageRUNNER ADVANCE C350iF/C250iF

imageRUNNER ADVANCE C355iF/C255iF

imageRUNNER ADVANCE C356iF I1/C256iF 11

imageRUNNER ADVANCE 715iF 11/715iFZ 11/615iF 11/615iFZ 11/
525iF 11/525iFZ 11

Optional Hardware Device

USB Keyboard: Model: Cherry G84 Vendor ID: 0x046A

O \mPORTANT

e MEAP Settings and Use HTTP settings (from the Additional Functions or
Settings/Registration screen) on the MEAP device must be enabled. (See the
Reference Guide or the appropriate e-Manual that came with your machine.)

e Access to System Manager Settings (from the Additional Functions screen) or
access to the Management mode (from the Settings/Registration screen) on the
MEAP device is necessary.

e There must be network connectivity between the MEAP device, Active Directory
servers, an e-mail server, and shared file servers.
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1.2.3 Server Requirements
Authorized Send communicates with the following servers:

e Supported authentication servers:
- Windows 2000 SP4/2003 SP2/2008 Standard SP2/2008 R2/2012/2012 R2 Active
Directory
- Lotus Domino Version 7
- Novell NetWare 6.5 and eDirectory 8.7 SP2
- Google
- Office 365
e Supported address book servers:
- Windows 2000 SP4/2003 SP2/2008 Standard SP2/2008 R2/2012/2012 R2 Active
Directory
- Lotus Domino Version 7
- Novell NetWare 6.5 and eDirectory 8.7 SP2
e Supported name servers:
- Windows 2000 SP4/2003 SP2/2008 Standard SP2/2008 R2/2012/2012 R2 DNS
server
e Supported Scan to E-Mail servers:
- Microsoft Exchange Server 2000/2003/2007/2010 SP1/2013
- Gmail
- Office 365
e Supported Scan to Network Share servers:
- Local Share:
Windows Vista SP1/XP SP2/2000 SP4/2003 SP2/2008 Standard SP2/2008
R2/2012/2012 R2/Advanced Box on imageRUNNER ADVANCE MEAP devices
(NTLM V2)
- Domain Share:
Windows Vista SP1/XP SP2/2000 SP4/2003 SP2/2008 Standard SP2//2008
R2/2012/2012 R2
- Windows DFS Share:
Windows Vista SP1/XP SP2/2000 SP4/2003 SP2/2008 Standard SP2/2008
R2/2012/2012 R2
e Supported SharePoint servers:
- 2007, 2010, 2013, and 2016
e The following I-Fax servers have been tested:
- Relay Fax 6.7 by ALT-N Technologies
(For the Scan to I-Fax function to work successfully with Relay Fax, each fax
number used must have a corresponding e-mail address.)
e Supported FTP Servers
- Red Hat Fedora Core 9 — VSFTP 2.0.6-4fc9 or later
- Open SSHA4.7 or later

Authorized Send V6.4 Configuration Guide 15



1.2.4 Software Requirements

e Internet Explorer 6.0 or later, with JavaScript enabled, must be installed and
configured prior to installing the Authorized Send application.
e KDC is necessary for Kerberos authentication.

1.2.5 Home Directory Requirements

If the System Administrator wants to configure the Retrieve Home Directory (Active
Directory only) feature, the following three types of configurations are supported.

m Local Share
This configuration illustrates when the home directory exists on the authentication

server as a local share. No text manipulation is required, and the value entered is
used exactly as is.

~Home falder

¥ |ocal path: I"»hn:ume_direc:tnries'xu:leu"«user'l
" Connect: I ‘FI Tio: I

Home Directory as a Local Share

m Local Path

This configuration illustrates when the home directory exists on the authentication
server as a local folder.

— Home folder

* Local path: |E:"xhclme_direc:taries'*.dev"«user1
i~ Connect: | VI T I

Home Directory as a Local Path
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When the home directory exists on the authentication server as a local folder, it is
impossible for Authorized Send to use the text as it is. Therefore, some text
manipulation is required. In this case, Authorized Send removes the leading drive
letter (in this case, “C:”), and then the rest of the text is treated as a local share. In
this example, “home_directories” must be a valid share name.

Share Name used by Authorized Send

removed (C )\ home_directories\ dev\user1
| I
T T
Must be shared as  Sub-directories do not have
"home_directories”  to be shared individually

m Mapped Share

This configuration illustrates when the home directory exists as a mapped share.
In this example, “fileserver” is used as the host name of the file server, and
“\home\dev\userl” is used as the share’s file path.

Home folder

i~ Local path: I

& Connect: IZ: :] T |"m"«fileserver\hnme"«devkuseﬂ

Home Directory as a Mapped Share
1.2.6 RightFax Requirements
The following versions of RightFax are supported:

¢ RightFax V16 EP2 SR2 (Enhancement Pack EP2 Service Release 2) and later
e RightFax V10.6 FP3 (Feature Pack 3) and later

Authorized Send V6.4 Configuration Guide 17



1.2.7 Distributed File System Requirements
Authorized Send supports the following two DFS roots.
m Standalone DFS root
m Domain-based DFS root

Successful domain-based DFS root support for Authorized Send requires that
certain configuration settings be implemented and understood.

1. Users can only access the domain-based DFS roots that belong to the domain
against which they were authenticated.

2. The authentication server created with Authorized Send’s Configuration
servlet must have the Domain Name configured to match the FQDN.

O \mMPORTANT
If the authentication server is configured with a NetBIOS domain name,
access is granted to the application; however, you may not have access to
any domain-based DFS roots.

3. Browsing for domain-based DFS roots are not supported. A preset share or
home directory must be configured, or be manually entered in the share
location.

O \mMPORTANT
If you configure a preset share for a domain-based DFS root, the file server
must be configured with the FQDN of the Domain (i.e., If the domain name
is “MyCompany.com,” then the file server must be configured with the
FQDN “MyCompany.com.” The FQDN is not case-sensitive.). This results
in the domain-based DFS root’s preset share on the file server matching the
authentication server’s domain name.

4. The first successful DFS target is used; otherwise, the user cannot scan to the
DFS root.

O iMPORTANT
DFS share clustered file servers are supported.
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1.2.8 Communication Interfaces

The table below shows the different communication interfaces, their specific port
numbers, and descriptions used with Authorized Send.

Communication Interface Port Description
USB — Used to communicate with USB keyboards.
NTLM Determined by Used for authentication.
AD server
Kerberos TCP/UDP Port 88 | Used for authentication.
LDAP TCP Port 389 Used to retrieve e-mail addresses.
SMB TCP Port 139/445 | Used for the Scan to Folder function.
Used to communicate with an e-mail server and
SMTP TCPPort 25 the Scan to E-Mail function.
TCP Port 465 Used for the Gmail server address.
TCP Port 587 Used for the Office 365 server addresses.
Used to access the Authorized Send
HTTP TCP Port 80/8000 | Configuration servlet and the administration
Web page.
HTTPS TCP Port Used to access the secure Configuration servlet
443/ 8443 and the secure administration Web page.
LDAP over SSL TCP Port 636 Used to communicate with the LDAP server.
Syslog UDP Port 514 Used to communicate with the syslog server.
FTP/FTPS TCP Port 21 Used for the Scan to FTP function.
SFTP TCP Port 22 Used for the Scan to S-FTP function.
IMAP TCP Port 143 Used to send e-mail messages to the Sent folder
on an Exchange Server.
DNS TCP Port 53 Used to communicate with the Domain Name
Server
SNMP TCP Port 161 User to communicate using Simple Network
Management Protocol.
Any TCP port set up by the user for the Scan to SharePoint’s URL parameter.
IMAP SSL TCP Port 993 Used to send e-mail messages to the Sent folder
on an Exchange Server.

Authorized Send V6.4 Configuration Guide
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1.2.9

Supported Authentication Protocols

Kerberos and NTLM are the supported protocols when communicating with a
Microsoft Active Directory server.

SMTP over SSL (SMTPS) is the supported protocol when communicating with
Google Gmail and Microsoft Office 365 servers.

Simple Binding is the supported protocol when communicating with Novell
eDirectory and Lotus Domino.

Anonymous Binding is the protocol reserved for communication with any of the
supported address book servers (when applicable).

O \mPORTANT

If Simple is selected as the authentication method and Novell eDirectory is the

targeted authentication server, set the following settings on the eDirectory server:

- Disable “Require TLS for Simple Binds with Password” for the LDAP Group.

- Disable “Require TLS for all operations” for the LDAP Server in the Connections
section.

- In the Restrictions section, select [Use Low Cipher (56 or 64-bit)].

1.2.10 MEAP Application Coexistence Support

Authorized Send and the optional Barcode Feature Activation can coexist with other
installed MEAP applications that have received verification by Canon U.S.A., Inc.,
provided that there are sufficient resources available on the MEAP device.

The following table shows the maximum values for MEAP resources that Authorized
Send and Barcode Feature Activation could use in a MEAP device.

MEAP Device Resource Maximum Resources
Requirements Authorized Send | Barcode Feature
File space usage 140,000 KB 100 KB
Memory usage 20,000 KB 30,000 KB
File descriptor usage 26 2
Socket usage 16 1
Thread usage 50 2
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1.3

Communication Environment

Authorized Send must be installed on a MEAP-enabled device. There must be network

connectivity between the MEAP device, DNS, authentication servers, address book

servers, SMTP server, and shared file servers.

It is necessary to configure Authorized Send to communicate with the authentication

servers and address book servers.

The following table lists the supported authentication servers and authentication

methods.

Supported Authentication Servers

Authentication Methods

Windows Active Directory

NTLM, Kerberos (with or without SSL)

Novell NetWare 6.5/eDirectory 8.7 SP2

Simple LDAP (with or without SSL)

Lotus Domino v7

Simple LDAP (with or without SSL)

smtp.gmail.com

SMTP over SSL (SMTPS)

smtp.office365.com

SMTP over SSL (SMTPS)

The following table lists the supported address book servers and binding methods.

Supported Address Book Servers

Binding Methods

Windows Active Directory

NTLM, Kerberos (with or without SSL)

Novell NetWare 6.5/eDirectory 8.7 SP2

Simple LDAP (with or without SSL)

Lotus Domino v7

Simple LDAP (with or without SSL)
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The following illustrations represent a flow of operations for the Scan to E-Mail,
Scan to Fax, Scan to I-Fax, Scan to Folder, Scan to FTP, and Scan to SharePoint
functions of the Authorized Send application.

Scan to E-Mail

m—
}' -3 2) Send F-mail '
::-!I —

“E R <

N jaf

E-mail Server

1} Query Address Book
For E-mail address

Address Book
Server

1. The user makes an address book query from the Scan to E-Mail function on the
MEAP machine. The machine sends an LDAP query to the address book server to
retrieve the desired list of e-mail addresses.

2. Once all e-mail addresses are verified and selected, the machine sends the e-mail
message to the E-mail or SMTP server.

Scan to Fax
Scanned
Document
— L
Phone Line
Recipient’s
Fax Device

1. The user manually inputs the recipient’s fax number or selects it from the address
book.

2. The machine sends the scanned document to the recipient’s fax device.
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Scan to I-Fax

. E EJ 2) Account(s) checked
- === = for Scanned Document 4) Scanned Document
N ! |_1) Scanned Document Sent to destination(s)
- sent 3) Scanned Document
N retrieved
L‘ .....
Microsoft Exchange Relay Fax 6.7

2000/2003 Server Fax Server

Hown

The user manually inputs the recipient’s fax number or selects it from the address
book.

The machine sends the scanned document to the SMTP server.

The SMTP server sends the scanned document to the fax server.

The fax server sends the scanned document to the destination.

Scan to Folder

Scanned Document sent

\

Network Share

1.
. Once the directory is found and selected, the machine sends the file to the

2

The user browses for the desired folder on the file server directly from the machine.

designated location on the file server.

& NOTE

When a user accesses a network share, they are authenticated against that share using
their credentials. If they do not have access rights to that share, they are prompted to
enter a user name and password.
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Scan to Folder with NTLM Authentication

— 1% User Credentials

et

2) Authentication

Network Share

——3) Scanned Document sent———-

The user logs on to the machine using one of the authentication methods.

The user browses and enters their credentials to gain access to a network shared
folder using NTLM as the authentication method.

Once access is granted, the scanned document is stored in the selected folder.

Scan to a Dynamically Created Folder

Network Share
Scanned Document sent

Selected Share

>
Dynamically Created Folder

The authenticated user selects a folder, enters a document name, and scans the
document.

The scanned document is automatically stored in a sub-folder (that was dynamically
created) of the selected folder.
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Dynamic Domain Controller Location
Domain Contraller Domain Controller

Domain Controller Domain Controller

N 2) DC
\._J-wavailab e ‘.‘ 3) Next closest

DOC contacted
I for authentication

1) User attempts .
to Authenticate =
~
-

The user tries to log on to the machine using one of the authentication methods.
The system is unable to contact the authentication server previously cached.

The system locates the next closest available domain controller.
Authentication or address book lookup is performed by the new domain controller.

The new domain controller is cached.

agrwNE

Scanto FTP

1) Authentication———

2) Scanned
Document b

Directory

1. The user tries to log on to the FTP server using FTP/S-FTP

(not encrypted/encrypted) as one of the authentication methods.
2. The scanned document is stored in the selected folder on the FTP server.
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Scan to SharePoint

3) Scanned S
Document o
X (.
Sharepoint

1) Us|er Server D D

Credentials
2) Authentication D
‘ Target

P
S
Active
Directory

1. The user tries to log on to the SharePoint server.
2. The system authenticates the user via active directory.
3. The scanned document is stored in the selected folder on the SharePoint server.
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1.3.1 Communication Diagrams

This section shows the flow of communication protocols based on the authentication
method that you select. You can configure up to 10 authentication servers.

1.3.1.1 Authentication Communication Diagrams

Kerberos Authentication

\/

1) User Credentials

2) Authentication

N0

Active Directory

Communication Protocol LDAP/Kerberos
NTLM Authentication
1) User Credentials: >
2) Authentication

N0

Active Directory

Communication Protocol LDAP/NTLM
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Google Authentication

1) User Credentials

Y

= 2) Authentication

smtp.gmail.com

Communication Protocol SMTP over SSL (SMTPS)

Office 365 Authentication

"als &

1) User Credentials

\

A

2) Authentication

N

smitp.office365.com

Communication Protocol SMTP over SSL (SMTPS)

Simple Authentication

1) User Credentials-

\

2) Authentication

N
Lotus Domino or J

eDirectory

Communication Protocol LDAP/Simple
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RightFax Authentication

1} U Cresdenlial

Y

21 Authentication

A

RightFax Server

Communication Protocol RightFax

Fax2Mail Authentication

1} User Cresdanial

Y

Iy

21 Adthendication

FaxZMail Server

Communication Protocol Fax2Mail
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1.3.1.2 Address Book Communication Diagrams

Kerberos Communication with an Address Book Server

-
I I. l._r\
o] 1) Query for E-mail Address:

\

2) E-mail Address Retieval

Active Directory

NTLM Communication with an Address Book Server

.~
o)
] 1) Query for E-mail Address:

\/

2) E-mail Address Retievat

Active Directory

)

Simple Communication with an Address Book Server

»
|

1) Query for E-mail Address

2) E-mail Address Retievat
Lotus Domino or

Novell eDirectory

)

\

(/s

1) Anonymous Bind/Query for email address

2) E-mail Address Retieval

Address Book
Server
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Chapter 2 Configuring Authorized Send

This chapter describes how to configure Authorized Send from a Web browser and set up the
authentication servers, address book servers, share names, and options for the Scan to E-
Mail, Scan to Fax, and Scan to Folder functions. It also describes how to configure the
application’s interface appearance using the optional Brand Configuration Tool.

The Authorized Send Configuration page contains the following items for configuring
Authorized Send:

Authentication: Create up to 10 authentication servers.

E-Mail Service: Configure an SMTP server, and up to 10 address book servers.

Scan to E-Mail: Configure the Scan to E-Mail settings.

Scan to Fax: Configure the Scan to Fax settings.

Scan to I-Fax: Configure the Scan to I-Fax settings.

Scan to Folder: Configure the Scan to Folder settings, and create preset folders
for users to scan to.

Scan to RightFax Configure the Scan to RightFax settings.

Scan to Fax2Mail Configure the Scan to Fax2Mail settings.

Fax Forwarding Configure the device to store incoming faxes, either via
Advanced Box over SMB or an FTP server.

Scanto FTP: Configure the Scan to FTP settings, and create preset FTP
servers for users to scan to.

Scan to SharePoint: Configure the Scan to SharePoint settings, and create preset
SharePoint servers for users to scan to.

Scan to Box Configure the Scan to Box settings.

Scan to Google Drive Configure the Scan to Google Drive settings.

Scan to Multi-Destinations: Configure the Scan to Multi-Destinations button settings.

One-Touch Buttons: Configure the one-touch buttons with predefined parameters.

Feature Controls: Configure the scan features.

Scan Settings: Configure the default scan settings for each file type.

File Name Template: Configure the syntax for the file name, and if users are expected
to provide input for a flexible file name.

Barcode Policy: If the Barcode package is installed, configure the Barcode
policy.

Metadata Index: Configure the type of data and format of the metadata file.

Options: Configure the optional settings.

Logs and Report: Configure the log settings, remote syslog servers, download and
view the logs, and configure reporting.

Configuration Configures the distribution settings.

Management:

Disclaimer: Configure the log on and log off disclaimer screen.

About: Display the Authorized Send version information.
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2.1 Logging On to Authorized Send

Follow the procedure below to log on to Authorized Send’s Configuration servlet.

1. Open a browser window — enter the following URL.:

http://<device 1P>:8000/AuthSendConfiguration

https://<device 1P>:8443/AuthSendConfiguration (if HTTPS is enabled on the
MEAP device)

(Replace <device IP> with the IP address of the MEAP device.)

The Please enter Login ID and Password screen is displayed.

O imPoRTANT

¢ Enter AuthSendConfiguration exactly as shown, as it is case-sensitive.

o If Portal Service is installed, you can also access the Authorized Send
Configuration screen by entering http://<device 1P>:8000 — click the
Authorized Send Configuration link. (Replace <device IP> with the IP address of
the MEAP device.)
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2. Enter your user name in [Login ID] and your password in [Password] — click
[Login].

The default Login ID is ‘Administrator’, and the default password is ‘Admin’.

Authorized Send Configuration canon

Authenti@tion
E-Mail Service
Scan to E-Mail
Scan to Folder

Scanto Fax Please enter Login ID and Password.
Scan to Frax

Sants TN —
Scan to Fax2Mail

Fax Forwarding

Scan to FTP

Scan to OneDrive

Scan to Google Drive
Scan to Muli-Destinations
One-Touch Butions
Feature Controls

Scan Seftings

File Name Template
Metzdata Index

Options

Logs and Report

Configuration
Management

Disclaimer

About

The Authentication Servers screen is displayed.

O imPoRTANT
e If you are using a license and it has expired, the message <The Authorized Send
license has expired. Please contact your Canon dealer.> is displayed. You must
update your license file, or you cannot access the Authorized Send Configuration
servlet.
e If you install a new valid license without reinstalling Authorized Send, the device
must be rebooted.
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2.2 Creating an Authentication Server

You can create up to 10 domains for authentication.

O \mPoRTANT
If you select the Kerberos protocol for the authentication method, make sure that the
device clock setting is properly synchronized with the configured authentication
server and address book server. For more information on synchronizing the device
clock with the server clock, see “Synchronizing the Device and Server Time,” on

p. 518.

1. Log on to the Authorized Send Configuration servlet.

For instructions on logging on to the Authorized Send Configuration servlet, see

“Logging On to Authorized Send,” on p. 32.

2. Click [Authentication] — [Add].

Authorized Send Configuration

ChangeID & Password  Logout

Authenti@tion

)

E-Mail Service

Scan to E-Mail

Scan to Folder

Scan to Fax

Scan to FFax

Scan to RightFax
Scan to Fax2Mail
Fax Forwarding
Scanto FTP

Scan to SharePoint
Scan to Box

Scan to Google Drive
Scan to Multi-Destinations
One-Touch Butions
Feature Controls
Scan Sefings

File Name Template
Metadata Index
Options

Logs and Report

Configuration
Management

Disclaimer

About

Canon

Authentication Servers

Domain Name Authentication Method
[} gmail com Google
[T secsd3local Simple

Authentication Order Settings

2 Oy Bl omail.com-Google
Authentication Servers: [ el Sl up |  Downm

Reset | Save |

The Create Authentication Server screen is displayed.
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& NOTE

You can create a maximum of 10 authentication servers. If you attempt to create
more than 10, a dialog box displays. Click [OK] and delete at least one existing
server definition before you create another. See “Deleting an Authentication
Server,” on page 65 for information.

Authentication Servers A

Domain Name Authentication Method

| esgdev2.com Kerberos

O esgdev2.com NTLM

O esgdev2.com Smart Card

Maximum authentication servers have been created.
To create a new authentication server, you have to delete the old ones
first.

'
O esgdev2012 com NTLM
O esgdev2012.com Simple
Edit Delete | Add
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3. Click the Method drop-down list to select the authentication method.

Create Authentication Server

Authentication 8 ettings
Method:
Puill Host from DNS: gTLM
oogle
Host: Office 365 |Port (389 |SSL: O Test
RightFax

Hostname Fax2Mail |

s . Simple
Domain Name: P — |

Login User Attribute Retrieval Settings

Address Book Server: | None V|

Scan to Home Directory Settings

[ Retrieve Home Directory (Active Directory only)
Search Root | |
LDAP Match Attribute: | s MAccountName V|

Scan to Folder Authentication Settings

[] NTLM Authentication

Scan to SharePoint Authentication Settings

[¥] NTLM Authenfication

Single Sign On S ettings

[ TTon fiw Chnaln Sl ™ L ML a AccBrad

Kerberos: The machine communicates directly to Active Directory.

NTLM: The machine communicates directly to Active Directory.

Google The machine authenticates using Google’s SMTP servers. This
requires a valid Google account.

Office 365 The machine authenticates using Microsoft Office 365 SMTP
servers. This requires a valid Office 365 account.

RightFax The machine authenticates using the RightFax server defined in the
authentication configuration.

Fax2Mail The machine authenticates using the Fax2Mail server defined in
the Authentication configuration.

Simple: Necessary if you use Domino or eDirectory for authentication.
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Anonymous:  Configuring an anonymous authentication server enables you to
use Authorized Send without logging on to the application.

O \mMPORTANT

e If an Anonymous authentication server is configured, the
Authorized Send SIGN IN screen on the machine is always
bypassed, and the user is logged on as an anonymous user.

e |f an Anonymous server is created, other servers cannot be used.

¢ To disable Anonymous authentication, the Anonymous
authentication server must be deleted. When Anonymous
authentication is deleted, the default screen is the Authorized
Send SIGN IN screen on the machine. For details about deleting
an Anonymous authentication server, see “Deleting an
Authentication Server,” on p. 65.
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4. Configure the settings for the selected authentication method.

4.1

If you select [Kerberos] as the authentication method, configure the
Authentication Settings, Login User E-Mail Address and Encryption
Certificate Retrieval Settings, Scan to Home Directory Settings, Scan to
Folder Authentication Settings, Scan to SharePoint Authentication Settings,
and Single Sign On Settings.

( Create Authentication Server \
Authentication Settings
Method: Kerberos =
Pull Host from DINS: Yes @ No
Host: Port: 389 SSL: [] Test ¥
Hostname:
Domain Name: scsd3.local

Login User Attribute Retrieval Settings

m

Address Book Server: None -

Scan to Home Directory Settings

¥| Retrieve Home Directory (Active Directory only)
Search Root: dc=scsd3.de=local
LDAP Match Attribute: sAMAccountName  ~

Scan to Folder Authentication Settings

NTLM Authentication

Scan to SharePoint Authentication Settings

V| NTLM Authentication

Single Sign On Settings

J .

Authentication Settings
Method: Kerberos

Pull Host from  Select [Yes] to automatically pull the host information

DNS: from the DNS after you click [Create]. Select [No] if you
want to manually configure the host information. The
default setting is ‘No’.

If you select the [Yes] radio button, the first “live”
domain controller is used as the authentication server
after you click [Create].

Pull Port from This setting is only displayed when Pull Host from DNS
DNS: is set to “Yes’. Select this check box if you want the Port
text box to be dynamically populated from the DNS.
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Host: This text box is displayed only if Pull Host from DNS is
set to “No’. Enter the DNS name or IP address of the
authentication server.

Port: This text box is displayed only if Pull Host from DNS is
set to ‘No’, and if the [Pull Port from DNS] check box is
not selected. Enter the connecting port number of the
authentication server. You can enter a maximum of five
numbers. The default port number is *389’.

SSL: This check box is displayed only if Pull Host from DNS
is set to “No’, and if the [Pull Port from DNS] check box
Is not selected. Select this check box if you want the
authentication server to use SSL. If you select this check
box, the host port number automatically changes to ‘636’.

Test: This check box is displayed only if Pull Host from DNS
is set to “No’. Select this check box if you want the
connection to the authentication server to be verified
before you save the settings. The [Test] check box is
selected by default.

Hostname: This text box is displayed only for Kerberos if Pull Host
from DNS is set to “‘No’. Enter the host name of the
authentication server.

Domain Name:  Enter the authentication server domain for this device.
You can enter a string that consists of any character, and
an unlimited number of characters. The default value is
pulled from the device.

Login User E-Mail Address and Encryption Certificate Retrieval
Settings

Address Book If you have already configured an address book server,

Server: select the address book server from which the user’s
e-mail address can be retrieved from the drop-down list.
The default setting is “None’.
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Scan to Home Directory Settings

Retrieve Home  Select this check box to obtain the currently logged on

Directory user’s home directory information from the

(Active authentication server. This creates a Home Directory

Directory only): element in the Preselected Share drop-down list on
the Scan to Folder Preset Shares configuration screen.

O MPORTANT
If this check box is selected, and the [Retrieve Home
Directory (Active Directory only)] check box on the
Create Address Book Server screen is also selected, the
authentication server is checked first for the Home
Directory. If no Home Directory is found on the
authentication server, then the address book server is
searched.

Search Root: Specify the search root for searching the user’s home
directory via LDAP.

Depending on your environment, you must enter the Base
DN (Distinguished Name) of the location of the user
accounts.

[Search Root] only appears if the [Retrieve Home
Directory (Active Directory only)] check box is selected.

The default value for the Search Root text box is blank if
the Domain Name text box is blank. If the Domain Name
text box is populated, the Search Root text box is
automatically populated based on the text entered in the
Domain Name text box.

LDAP Match Select [sAMAccountName] or [userPrincipalName]

Attribute: from the drop-down list to determine which attribute to
use for LDAP match. This enables you to search for the
user’s Home Directory. The default setting is
‘SAMAccountName’.
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Scan to Folder Authentication Settings

NTLM Select this check box to use NTLM as the authentication

Authentication:  method for the Scan to Folder feature, regardless of the
authentication method you selected for the authentication
server.

NTLM Enter the domain name to be used for NTLM

domain name: authentication of a share for the Scan to Folder feature.
The default value is the first part of the domain
configured in the Domain Name text box.

O imPoRTANT
If you select the Kerberos protocol for the authentication method, make
sure that the device clock setting is properly synchronized with the
configured authentication server and address book server. For more
information on synchronizing the device clock with the server clock, see
“Synchronizing the Device and Server Time,” on p. 518.

Scan to SharePoint Authentication Settings

NTLM Select this check box to use NTLM as the authentication

Authentication:  method for the Scan to SharePoint feature, regardless of
the authentication method you selected for the
authentication server. By default, this check box is
selected.
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Single Sign On Settings

Use for Single
Sign On with
Login
Application:

If this check box is selected, Authorized Send retrieves
the domain of the user from a login application, or from
any device that supports SCMS. If the domain matches
the authentication server, Authorized Send attempts to
authenticate to that authentication server with the user
name and password retrieved from the login application
or the device that supports SCMS. If the credentials are
valid, the Authorized Send SIGN IN screen is bypassed.
If the credentials are invalid, the Authorized Send SIGN
IN screen is displayed and the user must attempt
authentication manually. By default, this check box is
not selected.

O \MPORTANT

The compatible login applications for single sign on are
AA-CAC, AA-PROX V2.1L, AA-PROX V2.1 or later,
and Universal Login Manager (see Chapter 5
“Appendix: Configuring Authorized Send with Trusted
Login Managers,” for more information).
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4.2 If you select [NTLM] as the authentication method, configure the
Authentication Settings, Login User E-Mail Address and Encryption
Certificate Retrieval Settings, Scan to Home Directory Settings, Scan to
Folder Authentication Settings, and Single Sign On Settings.

( Create Authentication Server \

Authentication Settings

Method: NTLM -

Pull Host from DINS: Yes @ No

Host: Port: 389 SSL: Test: @
Domain Name: scsd3local

Login User Attribute Retrieval Settings

Address Book Server: scsd3.local (Kerberos) =

Scan to Home Directory Settings

V| Retrieve Home Directory (Active Directory only)
Search Root: dc=scsd3.dc=local
LDAP Match Attributez sAMAccountName

Scan to Folder Authentication Settings

V] NTLM Authentication
NTLM domain name: scsd3

Single Sign On Settings

\ Use for Single Sign On with Login Application )

Authentication Settings
Method: NTLM

Pull Host from  Select [Yes] to automatically pull the host information

DNS: from the DNS after you click [Create]. Select [No] if you
want to manually configure the host information. The
default setting is ‘No’.

If you select the [Yes] radio button, the first “live”
domain controller is used as the authentication server
after you click [Create].

Pull Port from This setting is only displayed when you select the [Yes]

DNS: radio button for [Pull Host from DNS]. Select this check
box if you want the Port text box to be dynamically
populated from the DNS.
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Host: This text box is displayed only if Pull Host from DNS is
set to ‘No’. Enter the DNS name or IP address of the
authentication server.

Port: This text box is displayed only if Pull Host from DNS is
set to “No’ and if the [Pull Port from DNS] check box is
not selected. Enter the connecting port number of the
authentication server. You can enter a maximum of five
numbers. The default port number is ‘389’.

SSL: This check box is displayed only if Pull Host from DNS
is set to “No’ and if the [Pull Port from DNS] check box
is not selected. Select this check box if you want the
authentication server to use SSL. If you select this check
box, the host port number automatically changes to ‘636°.

Test: This check box is displayed only if Pull Host from DNS
is set to “No’. Select this check box if you want the
connection to the authentication server to be verified
before you save the settings. The [Test] check box is
selected by default.

Domain Name:  Enter the authentication server domain for this device.
You can enter a string that consists of any character, and
an unlimited number of characters. The default value is
pulled from the device.

Login User E-Mail Address and Encryption Certificate Retrieval
Settings

Address Book If you have already configured an address book server,

Server: select the address book server from which the user’s
e-mail address can be retrieved from the drop-down list.
The default setting is “‘None’.
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Scan to Home Directory Settings

Retrieve Home  Select this check box to obtain the currently logged on

Directory user’s home directory information from the

(Active authentication server. This creates a Home Directory

Directory only): element in the Preselected Share drop-down list on
the Scan to Folder Preset Shares configuration screen.

O MPORTANT
If this check box is selected, and the [Retrieve Home
Directory (Active Directory only)] check box on the
Create Address Book Server screen is also selected, the
authentication server is checked first for the Home
Directory. If no Home Directory is found on the
authentication server, then the address book server is
searched.

Search Root: Specify the search root for searching the user’s home
directory via LDAP.

Depending on your environment, you must enter the Base
DN (Distinguished Name) of the location of the user
accounts.

[Search Root] only appears if the [Retrieve Home
Directory (Active Directory only)] check box is selected.

The default value for the Search Root text box is blank if
the Domain Name text box is blank. If the Domain Name
text box is populated, the Search Root text box is
automatically populated based on the text entered in the
Domain Name text box.

LDAP Match Select [sAMAccountName] or [userPrincipalName]

Attribute: from the drop-down list to determine which attribute to
use for LDAP match. This enables you to search for the
user’s Home Directory. The default setting is
‘SAMAccountName’.
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Scan to Folder Authentication Settings

NTLM Select this check box to use NTLM as the authentication

Authentication:  method for the Scan to Folder feature, regardless of the
authentication method you selected for the authentication
server.

NTLM Enter the domain name to be used for NTLM

domain name: authentication of a share for the Scan to Folder feature.
The default value is the first part of the domain
configured in the Domain Name text box.

Single Sign On Settings

Use for Single If this check box is selected, Authorized Send

Sign On with retrieves the domain of the user from a login

Login application, or from any device that supports SCMS.

Application: If the domain matches the authentication server,
Authorized Send attempts to authenticate to that
authentication server with the user name and password
retrieved from the login application or the device that
supports SCMS. If the credentials are valid, the
Authorized Send SIGN IN screen is bypassed. If the
credentials are invalid, the Authorized Send SIGN IN
screen is displayed and the user must attempt
authentication manually. By default, this check box is not
selected.

O imPoRTANT
The compatible login applications for single sign on are
AA-CAC, AA-PROX V2.1L, AA-PROX V2.1 or later,
and Universal Login Manager (see Chapter 5
“Appendix: Configuring Authorized Send with Trusted
Login Managers,” for more information).
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If you select [Google] as the authentication method, configure the
Authentication Settings.

Create Authentication Server

Authentication Settings

Method: Google -

SMTP Server Address: smip gmail com Port: 465 SSL: Test: [¥
¥| Use SMTP Server from E-Mail Service

Reset Cancel Create

Authentication Settings

Method: Google

SMTP Server Enter the IP address or the server name of the SMTP
Address: server. The default server address is ‘smtp.gmail.com’.
Port: Enter the connecting port number of the authentication

server. You can enter a maximum of five numbers. The
default port number is ‘465’.

SSL: SSL is required for authentication through Google. You
cannot change this setting.

Test: Select this check box if you want the connection to the
authentication server to be verified before you save the
settings. The [Test] check box is selected by default.

Use SMTP Select this check box if you want to authenticate using

Server from the same SMTP server as defined in the <E-mail

E-mail Service:  Service> configuration. The [Use SMTP...] check box
is not selected by default.
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4.4

If you select [Office 365] as the authentication method, configure the
Authentication Settings.

Create Authentication Server

Authentication Settings

Method:

SMTP Server Address: smip.ofice365.com Port 587 SSL: Test: [@
Domain Name:

¥| Use SMTP Server from E-Mail Service

Office 366

Reset Cancel Create

Authentication Settings

Method:
SMTP Server
Address:

Port:

SSL:

Test:

Office 365

Enter the IP address or the server name of the SMTP
server. The default server address is
‘smtp.office365.com’

Enter the connecting port number of the authentication
server. You can enter a maximum of five numbers. The
default port number is ‘587°.

SSL is required for authentication through Office 365.
You cannot change this setting.

Select this check box if you want the connection to the
authentication server to be verified before you save the
settings. The [Test] check box is selected by default.
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Domain Name:  Enter the domain name of the Office 365 account as
issued by Microsoft.

Use SMTP Select this check box if you want to authenticate using

Server from the same SMTP server as defined in the <E-mail

E-mail Service:  Service> configuration. The [Use SMTP...] check box
is not selected by default.
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4.5 If you select [RightFax] as the authentication method, configure the
Authentication Settings.

Create Authentication Server

Authentication Settings

Metiod

APIURL: | | Test:

Reset | Cancel | Create |

Authentication Settings
Method: RightFax

APl URL: Enter the URL of the RightFax API. It should be the
same as the RightFax APl URL set in the RightFax
configuration screen. It is blank by default.

Test: Select this check box to validate that the [API URL]
setting is an active connection and is a valid RightFax
server.
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4.6

If you select [Fax2Mail] as the authentication method, configure the
Authentication Settings.

Create Authentication Server

Authentication Settings

Mettod

APIURL: | | Test: &

Reset | Cancel | Create |

Authentication Settings
Method: Fax2Mail

APl URL: Enter the URL of the Fax2Mail API. It should be the
same as the Fax2Mail APl URL set in the Fax2Mail
configuration screen. It is blank by default.

Test: Select this check box to validate that the [API URL]
setting is an active connection and is a valid Fax2Mail
server.
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4.7

If you select [Simple] as the authentication method, configure the
Authentication Settings, Login User E-Mail Address and Encryption
Certificate Retrieval Settings, Scan to Home Directory Settings, Scan to
Folder Authentication Settings, and Single Sign On Settings.

Create Authentication Server

Authentication Settings

Method: Simple -

Host: Port- 389 SSL: [ Test: @
Domain Name: scsdilocal

Use Public Credentials: Yes @ No

LDAP Match Atiribute: userPrincipalName « Other

Search Root:

Login User Attribute Retrieval Settings

m

Address Book Server:  scsd3.local (Smart Card) ~

Scan to Home Directory Settings

¥| Retrieve Home Directory (Active Directory only)
Search Root: de=scsd3.de=local
LDAP Match Attribute~ sAMAccountName =

Scan to Folder Authentication Settings

v| NTLM Authentication
NTLM domain name: scsd3

Single Sign On Settings

Use for Single Sign On with Login Application

Authentication Settings

Method: Simple

Host: Enter the DNS name or IP address of the authentication
server.

Port: Enter the connecting port number of the authentication

server. You can enter a maximum of five numbers. The
default port number is “389’.

SSL: Select this check box if you want the authentication
server to use SSL. If you select this check box, the host
port number automatically changes to ‘636°.

Test: Select this check box if you want the connection to the
authentication server to be verified before you save the
settings. The [Test] check box is selected by default.
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Domain Name:  Enter the authentication server domain for this device.
You can enter a string that consists of any character, and
an unlimited number of characters. The default value is
pulled from the device.

Use Public Select [Yes] to configure the public credentials (Public
Credentials: DN and Public Password), or select [No] to use
anonymous binding. The default setting is ‘No’.

Public DN: This text box is displayed only if Use Public Credentials
is set to “Yes’. If [Yes] is selected for Use Public
Credentials, you must enter the user’s login Distinguished
Name to use when performing the first bind of the Simple
Binding process.

Public Password: This text box is displayed only if Use Public Credentials
is set to “Yes’. It is used as the password when
performing the first bind of the Simple Binding process.
It is an optional text box. You can enter a string that
consists of any character, and an unlimited number of
characters.

LDAP Match Select [uid], [SAMAccountName], or

Attribute: [userPrincipalName] from the drop-down list to
determine which attribute to use for LDAP match. The
default setting is ‘uid’.

Other: If you select this check box, the LDAP Match Attribute
drop-down list becomes a text box, where you can enter
the username’s LDAP attribute to be matched with the
username when performing the first bind of the Simple
Binding process. You can enter a string that consists of
any character, and an unlimited number of characters.

Search Root: Specify the search root for searching the user’s home
directory via LDAP.

If the directory server is authenticating against
eDirectory or Domino and the organization is, for
example, Canon, then the search root is o=canon.
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Login User E-Mail Address and Encryption Certificate Retrieval
Settings

Address Book If you have already configured an address book server,

Server: select the address book server from which the user’s
e-mail address can be retrieved from the drop-down list.
The default setting is “None’.

Scan to Home Directory Settings

Retrieve Home  Select this check box to obtain the currently logged on

Directory user’s home directory information from the

(Active authentication server. This creates a Home Directory

Directory only): element in the Preselected Share drop-down list on
the Scan to Folder Preset Shares configuration screen.

O MPORTANT
If this check box is selected, and the [Retrieve Home
Directory (Active Directory only)] check box on the
Create Address Book Server screen is also selected, the
authentication server is checked first for the Home
Directory. If no Home Directory is found on the
authentication server, then the address book server is
searched.

Search Root: Specify the search root for searching the user’s home
directory via LDAP.

Depending on your environment, you must enter the Base
DN (Distinguished Name) of the location of the user
accounts.

[Search Root] only appears if the [Retrieve Home
Directory (Active Directory only)] check box is selected.

The default value for the Search Root text box is blank if
the Domain Name text box is blank. If the Domain Name
text box is populated, the Search Root text box is
automatically populated based on the text entered in the
Domain Name text box.

LDAP Match Select [sAMAccountName] or [userPrincipalName] from

Attribute: the drop-down list to determine which attribute to use for
LDAP match. This enables you to search for the user’s
Home Directory. The default setting is
‘sSAMAccountName’.
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Scan to Folder Authentication Settings

NTLM Select this check box to use NTLM as the authentication

Authentication:  method for the Scan to Folder feature, regardless of the
authentication method you selected for the authentication
server.

NTLM Enter the domain name to be used for NTLM

domain name: authentication of a share for the Scan to Folder feature.
The default value is the first part of the domain
configured in the Domain Name text box.

Single Sign on Settings

Use for Single  If this check box is selected, Authorized Send

Sign On with retrieves the domain of the user from a login

Login application, or from any device that supports SCMS.

Application: If the domain matches the authentication server,
Authorized Send attempts to authenticate to that
authentication server with the user name and password
retrieved from the login application or the device that
supports SCMS. If the credentials are valid, the
Authorized Send SIGN IN screen is bypassed. If the
credentials are invalid, the Authorized Send SIGN IN
screen is displayed and the user must attempt
authentication manually. By default, this check box is not
selected.

O imPoRTANT
The compatible login applications for single sign on are
AA-CAC, AA-PROX V2.1L, AA-PROX V2.1 or later,
and Universal Login Manager (see Chapter 5
“Appendix: Configuring Authorized Send with Trusted
Login Managers,” for more information).
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4.8

If you select [Anonymous] as the authentication method, configure the
Anonymous User Information, Address Book Server for E-Mail Lookup,
and Enable Anonymous Sign In For Features.

Create Authentication Server

Authentication 5 ettings )

Method

Anonymous User Information

[] Retrieve User Information from Login Application

User Name: |EI nonymous |

User E-Mail | |

Address Book Server For E-Mail Lookup

Address Book Server: | None 4

Enable Anonymous Sign In For Features
Enabled Features

Scanto E-Mai

Scanto Folder

Scanto I-Fax

Scanto RightFax

Scanto Fax2Mail

Scanto FTP

Scanto SharePoint

Scanto Box

Scanto Google Drive

Scan to Multi- Destinations

One-Touch Buttons

RRREARARNREER

J

Reset | Cancel | Create

Authentication Settings

Method:

Anonymous

Anonymous User Information

Retrieve User
Information
from Login
Application:

Select this check box to retrieve the user name and user
e-mail from the login application when the user presses
[Authorized Send] on the Main Menu screen of the
machine. If this check box is selected, the User Name and
User E-Mail text boxes are not displayed. By default, this
check box is not selected.

& NOTE

If no login application is enabled, the user name
retrieved is the device default, and no user e-mail is
retrieved since a default e-mail does not exist.
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User Name:

User E-Mail:

This text box is displayed only if the [Retrieve User
Information from Login Application] check box is not
selected. Enter the user name for anonymous sending.
You can enter a maximum of 40 characters. Validation
cannot occur if this text box is blank. The default setting
IS ‘anonymous’.

This text box is displayed only if the [Retrieve User
Information from Login Application] check box is not
selected. This text box is used as the sender’s e-mail
address for the Scan to Fax and Scan to E-Mail functions.
Enter the anonymous user’s e-mail address. You can
enter a maximum of 64 characters for the first (local)
part, and a maximum of 255 characters for the domain
part. This text box is optional.

Address Book Server for E-Mail Lookup

Address Book
Server:

Select a configured address book server to use with the
e-mail lookup feature of the Scan to E-Mail function. The
default setting is “None’.
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Enable Anonymous Sign In For Features

The check boxes in the <Enabled> column refer to the corresponding
feature to the right of each check box. Select the check box next to the
desired feature if you want to enable anonymous authentication sign in for
that feature. If a check box is not selected and the user selects

[Scan to E-Mail], for example, the Authorized Send SIGN IN screen with
[Cancel] on the machine is displayed. All check boxes are selected by
default.

O imPoRTANT

e If an anonymous authentication server is configured, the Authorized Send
SIGN IN screen on the machine is bypassed, and the user is logged on as
an anonymous user. If at least one Authorized Send function is enabled,
the Authorized Send MAIN screen on the machine is displayed. If only
one Authorized Send function is enabled, only that function’s screen is
displayed.

o If the [User E-Mail] text box is blank, the Scan to Fax and Scan to E-Mail
functions do not work on the machine.

e If only one function is enabled but, that function is inaccessible due to
insufficient data, the Authorized Send MAIN screen on the machine is
displayed with that function’s button disabled and an error message.

& NOTE
e Validation of the User Name and User E-Mail address occurs when
[Create] is clicked. If validation fails, an error message is displayed.
¢ Only one anonymous authentication server can be configured.

5. Click [Create].

If you make a mistake while configuring the settings, click [Reset] to return the
settings to their original values.

To cancel creating the authentication server and return to the Authentication Servers
screen, click [Cancel].

A message is displayed informing you that the configuration has been saved, and
the screen returns to the Authentication Servers screen.

O \mPoRTANT
o Select the [Test] check box next to <Host> if you want to test the validity of the
IP addresses you entered before saving.
o If validation fails, an error message is displayed. Enter the correct information —
click [Save].
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2.3 Editing an Authentication Server

You can edit a previously created authentication server from the Authorized Send

Configuration screen.

1. Click [Authentication] — select the check box next to the authentication server you
want to edit = click [Edit].

Authend@don

E-Mail Service

Scan o E-Mail

Scan to Folder

Scan to Fax

Scan to Frax

Scan to RightFax
Scan to Fax2Mail
Fax Forwarding
Scan to FTP

Scan o SharePoint
Scan o Box

Scan to Google Drive
Scan o Muli-Destinations
One-Touch Butions
Feature Corftrols
Scan Settngs

File Mame Template
Metadata Index
Options

Logs and Report

Configuration
Management

Disclaimer
About

Authorized Send Configuration

Canon

Authentication Servers

Domain Name Authentication Method

Change ID & Password  Logout

O gmail com Google
€) scsd3local Simple
Edit Delete |  Add
Authentication Order Settings
Authentication Servers: up Down
Reset | Save

Note: you can only edit one authentication server definition at a time. If you select
multiple definitions, the Edit button is greyed out.

The Update Authentication Server screen is displayed.
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2. Edit the settings for the authentication server, as necessary — click [Update].

Update Authentication Server

Authentication Settings
Method: Kerberos =
Pull Host from DNS: @ Yes No

Primary DNS Server: 10.99.172 57

Secondary DMS Server: 10.99.172 58

Subnet Mask: 255.255.252.0

Flease make sure the above device seltings are correct

Pull Port from DNS
Port- 636 SSL: @

Pulled Host: win2k8r2 scsd3 local
Pulled Hostname: win2lk8r2

Domain Name: scsd3local

m

Login User Attribute Retrieval Settings

Address Book Server: scsd3local (Kerberos) -

Scan to Home Directory Settings

V| Retrieve Home Directory (Active Directory only)
Search Root: dc=scsd3.de=local
LDAP Match Attribute= sAMAccountName -

Scan to Folder Authentication Settings

\ NTLM Authentication J

PETTTEE S -
Pulled Host: win2k8r2 scsd3 local
Pulled Hostname: win2k8r2

Domain Name: scsd3.local

Login User Attribute Retrieval Settings

Address Book Server: scsd3local (Kerberos) -

Scan to Home Directory Settings

¥| Retrieve Home Directory (Active Directory only)
Search Root: de=scsd3.dc=local
LDAP Match Attributez sAMAccountName ~

Scan to Folder Authentication Settings

NTLM Authentication

Scan to SharePoint Authentication Settings

m

V| NTLM Authentication

Single Sign On Settings

Use for Single Sign On with Login Application

Proximity Card Authentication Settings

Enable Proximity Card Logon

Reset Cancel I Update I
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If “Kerberos’ or “NTLM’ is selected as the authentication method and Pull Host
from DNS is set to “Yes’, the following two additional fields appear under
<Authentication Settings> only on the Update Authentication Server screen:

Pulled Host: The fully-qualified domain name of the machine is pulled from
the DNS and automatically populates this field.

Pulled Hostname:  The host name of the authentication server is pulled from the
DNS and automatically populates this field. This field appears
only if the authentication method selected is ‘Kerberos’.

If you make a mistake while editing the settings, click [Reset] to return the settings
to their original values.

To cancel editing the authentication server and return to the Authentication Servers
screen, click [Cancel].
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2.3.1 Changing the Display Order of the Authentication

Servers

You can change the order in which the authentication servers are listed on the
Authentication Servers screen.

1. Click [Authentication].

Authentiation
E-Mail Service

Scan to E-Mail
Scan to Folder
Scan o Fax
Scan to Frax
Scan to RightFax
Scan to Fax2Mail
Fax Forwarding
Scan to FTP

Scan to SharePoint
Scan to Box
Scan to Google Drive
Scan to Mulfi-Destinations
One-Touch Butons
Feature Confrols
Scan Seftings

File Mame Template
Metadata Index
Options

Logs and Report

Configuration
Management

Disclaimer
About

Change ID & Password  Logout

Authorized Send Configuration Ccanon

Authentication Servers

Domain Name Authentication Method

O gmail com Google
[0  sesd3local Simple
[1 Anonymous Anonymous

Authentication Order Settings

gmail com-Google
Anrhentication Servers |scsd3.local-Simple
Anonymous-Anony mous Up | Down

Reset | Save |

The Update Address Book Server screen is displayed.
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2. Inthe [Authentication Servers] list box, select the authentication server you want
to move in the list = click [Up] and [Down] to change its location in the list.

Authentication Servers

Domain Name Authentication Method

O scsd3 local Kerberos
[ scsd3 local Smart Card
[ Anonymous Anonymous

| | Add

Anthentication Order Settings

sced3local-Kerberos
suthemicaion Servers: (TR T
|scsd3local-Smart Card l Up ][ Down l

Reset Save |
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Click [Save] to save the changes.

Authentication Servers

Domain Name Authentication Method

[ Anomymous Anonymous
| scsd3 local Kerberos
O scsdd local Smart Card

| T

Anthentication Order Settings

Authentication Servers: |scsd2local-Kerberos
\sced3local-Smart Card Up | Down

Reset Save

Saving configuration ..
Succeeded.
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2.4 Deleting an Authentication Server

You can delete a previously created authentication server from the Authorized Send
Configuration screen.

1. Click [Authentication] — select the check box next to the authentication server you
want to delete = click [Delete].

Change ID & Password  Logout

Authorized Send Configuration canon

E-Mail Service

Scan to EMail Authentication Servers
Scan to Folder
Scan o Fax Domain Name Authentication Method
Scan to Frax
gmail com Google
Scan to RightFax U €l
Scan to Fax2Mail a sesd3 Jocal Simple
Fax Forwarding [0 Anomymous Anofymous
Saan to FTP
San to SharePoint
Scan t Box [ et [ pelete ] add
Saan to Google Drive
£ Authentication Order Settings

San to Multi-Destinations

gmail.com‘Google
One-Touch Butions Anthentication Servers: |sesd3 local-Simple
Feature Controls Anony mous-Anony mous up | Down
Scan Setings Reset | Save |

File Name Template
Metadata Index
Options

Logs and Report

Configuration
Management

Disclaimer

About

Authorized Send V6.4 Configuration Guide 65



2. Click [OK].

Authentication Servers

Domain Name Authentication Method
scsd3 local

Kerberos

1 scsd? local

Smart Card

=l

Message from webpage

:I Are you sure you want to delete the selected authentication server?
4

Cancel
. |Anonymous-A nony mous Up | Down
Reset Save |

If you do not want to delete the authentication server, click [Cancel].

The authentication server is deleted from the list.
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2.5 Configuring the E-Mail Service Settings

You can configure the settings for the SMTP server, which enables users to scan and
send e-mail messages via an SMTP server, and create address book servers.

& NOTE
The E-Mail Service Settings must be configured to use the Scan to E-Mail and Scan
to I-Fax functions.

1. Click [E-Mail Service] = [General].

Change ID & Password  Logout

Authorized Send Configuration canon

Authentiation
I E-Mail Service lGeneraI ]
Scan o EMail Address Book Authentication Servers

Scan o Folder

Sean o Fax Domain Name Authentication Method
Scan to LFax

Scan to RightFax O gmailcom Google

Scan to Fax2Mail sesd3 Jocal Simple

Fax Forwarding [0 Anomymous Anofymous

Scan to FTP
Scan to SharePoint

Scan to Google Drive

Authentication Order Settings
Scan to Mult-Destinations
gmail.com-Google
One-Touch Butions Authentication Servers: [sced3 . local-Simple
Feature Controls Ancny mous-Anory mous up ‘ Down
Scan Settings Reset | save |

File Mame Template
Metadata Index
Options

Logs and Report

Configuration
Management

Disclaimer

About

The E-Mail Service screen is displayed.
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2. Configure the settings under <Access Controls>.

E-Mail Service

r.--\(:(:ess Controls

~

SMTP Server Address: win2k8r2-exc Port: 25 SSL: [] Test [
¥| Enable SMTP Authentication

Use Public Credentials: @ Yes & No

SMTP Public Username:

LSMIP Public Password:

Reset Save

Access Controls

SMTP Server
Address:

Port:

SSL:

Test:

Enter the IP address or DNS name of the SMTP server. For
Office 365, the IP address should be smtp.office365.com.
For Gmail, the IP address should be smtp.gmail.com.

Enter the connecting port number of the SMTP server. You
can enter a maximum of five numbers. The recommended
port number value for the Office 365 server address is
‘587’, and for the Gmail server address is ‘465’ or ‘587’.
The default port number is ‘25°.

Select this check box if you want the authentication server
to use SSL. If you select this check box, the connection to
the SMTP server is performed over SSL.

Select this check box if you want the connection to the
SMTP server to be verified before you save the settings.
The [Test] check box is selected by default.
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Enable SMTP

Authentication:

Use Public
Credentials:

SMTP Public
Username:

SMTP Public
Password:

3. Click [Save].

Select this check box to have the user authenticated on the
SMTP server when using the Scan to E-Mail or Scan to Fax
function.

& NOTE

It is recommended that this check box be selected if the
SMTP server address points to an Office 365 or Gmail
server address.

Select [Yes] to configure the SMTP public credentials
(Public User Name, Public Password). If [Yes] is selected,
enter the user’s SMTP public name and password for
SMTP authentication. If [No] is selected, the user’s normal
sign in credentials are used. The default setting is ‘No’.

This text box is displayed only if the [Use Public
Credentials] radio button is set to “Yes.” If [Yes] is selected
for Use Public Credentials, you must enter the user name
for SMTP authentication.

This text box is displayed only if the [Use Public
Credentials] radio button is set to “Yes’. If [Yes] is selected
for Use Public Credentials, you must enter the password for
SMTP authentication.

If you make a mistake while configuring the settings, click [Reset] to return the
settings to their original values.

A message is displayed informing you that the configuration has been saved.

O \MPORTANT

e Select the [Test] check box if you want to test the validity of the IP address you

entered before saving.

o If validation fails, an error message is displayed. Enter the correct information —

click [Save].

& NOTE

The [Test] check box is selected by default. If you do not want to test the validity
of the address you entered, click the check box to clear the check mark.
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2.5.1 Creating an Address Book Server
You can create up to 10 address book Servers.

When you create an address book server, you can either associate it with an
authentication server, which has been previously created, or you can create a
standalone address book server with no association to an authentication server.

O \mMPORTANT

¢ You must configure an address book for an authentication server to retrieve an
e-mail address for the user when authenticating against the authentication server.

e If you select the Kerberos protocol for the authentication method, make sure that
the device clock setting is properly synchronized with the configured authentication
server and address book server. For more information on synchronizing the device
clock with the server clock, see “Synchronizing the Device and Server Time,” on
p. 518.

2 NOTE

e To associate an address book with an authentication server, you must first create an
authentication server for Authorized Send. For instructions on creating an
authentication server, see “Creating an Authentication Server,” on p. 34.

e This option may be initially set on this screen, as well as configured and edited on
the Create Authentication Server screen.

e If you select [None] from the Authentication Server drop-down list when creating
an address book server, the address book server is not associated with an
authentication server, and does not interact with any other features of Authorized
Send. Select [None] if you want to create an address book server that can be
configured at a later time.
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1. Click [E-Mail Service] — [Address Book].

Authorized Send Configuration canon

Authenti@tion
l E-Mail Service

Scan o EMail

General
Address Book l

Authentication Servers

Scan to Folder

Scan to Fax Domain Name Authentication Method

gmail com
scsd3 local

Scan to FFax
Scan to RightFax
Scan to Fax2Mail

O

Google

Simple

Fax Forwarding
Scanto FTP
Scan to SharePoint

[0 Anomymous Anomymous

Edit Delete | Add

Scan to Box

Scan to Google Drive
= Authentication Order Settings

Change ID & Password  Logout

Scan o Muli-Destinations
One-Touch Butions

gmail.com-Google
Aathentication Servers: |scsd3 local-Simple
Anonymous-Anonymous Up | Down

Feature Controls

Scan Settings
File Mame Template
Metadata Index

. Options

Reset | Save |

Logs and Report

Configuration
Management

Disclaimer

About

The Address Book Servers screen is displayed.
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Click [Add].

Address Book Servers

Domain Name Bind Method

] scsd3 local Smart Card

0 scsd3 local Kerberos

Add

The Create Address Book Server screen is displayed.
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3. Specify whether you want to create an address book server with or without an
association to an authentication server.

3.1 If you want to create an address book server with an association to an
authentication server, select [Kerberos], [NTLM], [Simple], or
[Anonymous] from the Authentication Server drop-down list under
<Retrieve User E-Mail Address for the Following Authentication Server>.

Create Address Book Server

Retrieve User E-Mail Address for the Following Authentication Server

Authentication Serverf Mone
Note: This sefting is stor
Address Book SettiRscsd3.local (Kerberos)

Method: SmartCard -

Pull Host from DNS: 2 Yes @ No

Host: Port: 389 SSL: [[] Test:
Hostname:

Domain Name: scsd3.local

Search Root: de=scsd3.de=local

LDAP Match Attribute: userPrincipalName « [] Other

LDAP Email Attribute: mail

Maxinmm Search Results: 25 -

Scan to Home Directory Settings

[[] Retrieve Home Directory (Active Directory only)
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O \MPORTANT

If you select [Kerberos], [NTLM], or [Simple] as the authentication
server, [Same as Authentication Server] appears as an additional setting

under <Address Book Settings>.

Select [Yes] to create the address book

with the same configuration settings as the selected authentication
server. If you select [No], you must enter the configuration information

for the authentication method.

& NOTE

The items in the Authentication Server drop-down list correspond to

previously registered authenticati

3.11 If you select a Kerberos o

on servers.

r NTLM authentication server,

configure the Address Book Settings and Scan to Home
Directory Settings — proceed to step 5.

Create Address Book Server

Retrieve User E-Mail Address for the Following Authentication Server

Authentication Server: scsd3.local (Kerberos) -
Note: This sefting is stored in the Authentication Menu

Address Book Settings

Same as Authentication Server:
Search Root:

LDAP Match Attribute:

LDAP Email Attribute:
Maximum Search Results:

@ Yes © No
de=scsd3,de=local
userPrincipalName ~ Other
mail

2B -

Scan to Home Directory Settings

Retrieve Home Directory (Activ

Reset

e Directory only)

Cancel Create
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Address Book Settings

Same as Select [Yes] to create the address book with the
Authentication same configuration settings as the selected
Server: authentication server. If you select [No],

proceed to step 4 and enter the configuration
information for the authentication method.

& NOTE
Although step 4 shows a standalone address
book server with no association to an
authentication server, the configuration
information is identical to if you were creating
an address book server with an association to
an authentication server (except for selecting
[None] for the authentication server and not
displaying [Same as Authentication Server]).

Search Root:  Specify the search root for searching the user’s
home directory via LDAP.

Depending on your environment, you must enter
the Base DN (Distinguished Name) of the
location of the user accounts.

[Search Root] only appears if the [Retrieve
Home Directory (Active Directory only)] check
box is selected.

The default value for the Search Root text box is
blank if the Domain Name text box is blank. If
the Domain Name text box is populated, the
Search Root text box is automatically populated
based on the text entered in the Domain Name
text box.

LDAP Match  Select [SAMAccountName],

Attribute: [userPrincipalName], or [uid] from the
drop-down list to determine which attribute to
use for LDAP match. The default setting is
‘sAMAccountName’.
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Other:

LDAP Email
Attribute:

Maximum
Search Results:

If you select this check box, the LDAP Match
Attribute drop-down list becomes a text box,
where you can enter the LDAP Match Attribute
to be used for e-mail address retrieval. You can
enter a string that consists of any character, and
an unlimited number of characters. If the
[Retrieve Home Directory (Active Directory
only)] check box is selected under <Scan to
Home Directory Settings>, the value entered
here is also used for Home Directory retrieval.

Enter the e-mail LDAP attribute to pull the
user’s e-mail address.

An example for Active Directory is ‘mail’.

Select [10], [25], [50], [75], or [100] from the
drop-down list for the maximum number of
search results that you want displayed on the
Authorized Send ADDRESS BOOK screen on
the machine. The default setting is “25’.
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Scan to Home Directory Settings

Retrieve Home Select this check box to obtain the currently

Directory logged on user’s home directory information

(Active from the address book server with the LDAP

Directory only): attribute of “Home Directory.” This creates a
Home Directory element in the Preselected
Share drop-down list on the Scan to Folder
Preset Shares configuration screen.

O mPORTANT
If this check box is selected, and the [Retrieve
Home Directory (Active Directory only]
check box on the Create Authentication Server
screen is also selected, the authentication
server is checked first for the Home Directory.
If no Home Directory is found on the
authentication server, then the address book
server is searched.

O imPORTANT
If you select the Kerberos protocol for the authentication
method, make sure that the device clock setting is properly
synchronized with the configured authentication server and
address book server. For more information on synchronizing
the device clock with the server clock, see “Synchronizing the
Device and Server Time,” on p. 518.
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3.1.2 If you select a Simple authentication server, configure the
Address Book Settings and Scan to Home Directory Settings —
proceed to step 5.

Create Address Book Server

Retrieve User E-Mail Address for the Following Authentication Server

Authentication Server: EE=lEAREIT 2] -

Note: This setting is stored in the Authentication Menu

Address Book Settings

Same as Authentication Server: @ Yes © No
LDAP Email Attribute: mail

Maxinmm Search Results: 25

Scan to Home Directory Settings

Retrieve Home Directory (Active Directory only)

Address Book Settings

Same as Select [Yes] to create the address book with the
Authentication same configuration settings as the selected
Server: authentication server. If you select [No],

proceed to step 4 and enter the configuration
information for the authentication method.

& NOTE
Although step 4 shows a standalone address
book server with no association to an
authentication server, the configuration
information is identical to if you were creating
an address book server with an association to
an authentication server (except for selecting
[None] for the authentication server and not
displaying [Same as Authentication Server]).
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LDAP Email  Enter the e-mail LDAP attribute to pull the
Attribute: user’s e-mail address.

An example for Active Directory is ‘mail’.

Maximum Select [10], [25], [50], [75], or [100] from the

Search Results: drop-down list for the maximum number of
search results that you want displayed on the
Authorized Send ADDRESS BOOK screen on
the machine. The default setting is ‘25’.

Scan to Home Directory Settings

Retrieve Home Select this check box to obtain the currently

Directory logged on user’s home directory information

(Active from the address book server with the LDAP

Directory only): attribute of “Home Directory.” This creates a
Home Directory element in the Preselected
Share drop-down list on the Scan to Folder
Preset Shares configuration screen.

O mPORTANT
If this check box is selected, and the [Retrieve
Home Directory (Active Directory only]
check box on the Create Authentication Server
screen is also selected, the authentication
server is checked first for the Home Directory.
If no Home Directory is found on the
authentication server, then the address book
server is searched.

3.1.3 If you select an Anonymous authentication server, proceed to
step 4 and enter the configuration information for the
authentication method.

& NOTE
Although step 4 shows a standalone address book server with
no association to an authentication server, the configuration
information is identical to if you were creating an address book
server with an association to an authentication server (except
for selecting [None] for the authentication server and not
displaying [Same as Authentication Server]).
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3.2

If you want to create a standalone address book server with no association
to an authentication server, select [None] from the Authentication Server
drop-down list under <Retrieve User E-Mail Address for the Following
Authentication Server>.
Create Address Book Server

Retrieve User E-Mail Address for the Following Authentication Server

Authentication Server: None -

Mote: This setting is slore

scsd3.local (Smart Card)

Address Book Settin/Scsd3.local (Kerberos)

W scsdd.local (S\mRLe[]wmb o

Pull Host from DNS: 2 Yes @ No

Host: Port: 389 SSL: [ Test:

Hostname:

Domain Name: scsd3.local

Use Public Credentials: D Yes @ No

Search Root: de=Mone

LDAP Match Attribute: sAMAccountName =[] Other

LDAP Email Attribute: mail

Maximum Search Results: PL

Scan to Home Directory Settings

[C] Retrieve Home Directory (Active Directory only)

Reset Cancel
2 NOTE

¢ The items in the Authentication Server drop-down list correspond to
previously registered authentication servers.

e If you select [None] from the Authentication Server drop-down list, the
address book server you create is not associated with an authentication
server and does not interact with any other features of Authorized Send.
Select [None] if you want to create an address book server that can be

configured at a later time.
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4. Select the authentication method from the Method drop-down list.

Create Address Book Server

Retrieve User E-Mail Address for the Following Authentication Server

Authentication Server: None -

Note: This setting is stored in the Authentication Menu

Address Book Settings

Method: Kerberos -

Pull Host from DNS: s

Host: NTLM Port: 389 SSL: [[] Test
Simple

Hostname: Anonymous

Domain Name: scsd3.local

Use Public Credentials: 7 Yes @ No

Search Root: dc=Mane

LDAP Match Attribute: sAMAccountName ~ [] Other

LDAP Email Attribute: mail

Maximum Search Results: 25 -

Scan to Home Directory Settings

[T] Retrieve Home Directory (Active Directory only)

Kerberos: The machine communicates directly to Active Directory.
NTLM: The machine communicates directly to Active Directory.
Simple: Necessary, if you use Domino or eDirectory for authentication.

Anonymous: Authorized Send uses no user login credentials to search the
address book for e-mail addresses.
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4.1

If you select [Kerberos] as the authentication method, configure the

Address Book Settings and Scan to Home Directory Settings.

Create Address Book Server

Retrieve User E-Mail Address for the Following Authentication Server

Authentication Server: Mone -
Mote: This sefting is stored in the Authentication Menu

Test: @

r.'—\ddress Book Settings
Method: Kerberos -
Pull Host from DNS: Yes @ No
Host: Port: 389 SSL:
Hostname:
Domain Name: scsd3.local
Use Public Credentials: Yes @ No
Search Root: dc=None
LDAP Match Attribute: sAMAccountName - Other
LDAP Email Attribute: mail
Maximmum Search Results: 25 -
Scan to Home Directory Settings
\_ Retrieve Home Directory (Active Directory only)

Address Book Settings

Method: Kerberos

Pull Host from
DNS:

Pull Port from
DNS:

Host:

Select [Yes] to automatically pull the host information
from the DNS after you click [Create]. Select [No] if you
want to manually configure the host information. The
default setting is ‘No’.

If you select the [Yes] radio button, the first “live”
domain controller is used as the address book server after
you click [Create].

This setting is only displayed when Pull Host from DNS
is set to “Yes’. Select this check box if you want the Port
text box to be dynamically populated from the DNS.

This text box is displayed only if Pull Host from DNS is
set to ‘No’. Enter the DNS name or IP address of the
address book server.
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Port:

SSL:

Test:

Hostname:

Domain Name:

Use Public
Credentials:

Public User
Name:

Public
Password:

This text box is displayed only if Pull Host from DNS is
set to ‘No’, and if the [Pull Port from DNS] check box is
not selected. Enter the connecting port number of the
address book server. You can enter a maximum of five
numbers. The default port number is ‘389’.

This check box is displayed only if Pull Host from DNS
is set to “No’ and if the [Pull Port from DNS] check box
is not selected. Select this check box if you want the
address book server to use SSL. If you select this check
box, the host port number automatically changes to ‘636°.

This check box is displayed only if Pull Host from DNS
is set to “No’. Select this check box if you want the
connection to the address book server to be verified
before you save the settings. The [Test] check box is
selected by default.

This text box is displayed only if Pull Host from DNS is
set to “No’. Enter the host name of the address book
server.

Enter the address book server domain for this device. The
default value is pulled from the device.

Select [Yes] to use the public credentials (Public User
Name and Public Password) configured by the System
Administrator. Select [No] to use Anonymous binding.
The default setting is *‘No’.

This text box is displayed only if Use Public Credentials
is setto “Yes’. If [Yes] is selected for Use Public
Credentials, you must enter the user name for
authentication against the address book server. You can
enter a string that consists of any character, and an
unlimited number of characters.

This text box is displayed only if Use Public
Credentials is set to “Yes’. It is used as the password for
authentication against the address book server. It is an
optional text box. You can enter a string that consists of
any character, and an unlimited number of characters.
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Search Root:

LDAP Match
Attribute:

Other:

LDAP Email
Attribute:

Maximum
Search Results:

Specify the search root for searching the user’s home
directory via LDAP.

Depending on your environment, you must enter the Base
DN (Distinguished Name) of the location of the user
accounts.

The default value for the Search Root text box is blank if
the Domain Name text box is blank. If the Domain Name
text box is populated, the Search Root text box is
automatically populated, based on the text entered in the
Domain Name text box.

Select [SsAMAccountName],

[userPrincipalName], or [uid] from the

drop-down list to determine which attribute to use for
LDAP match. The default setting is ‘sAMAccountName’.

If you select this check box, the LDAP Match Attribute
drop-down list becomes a text box, where you can enter
the LDAP Match Attribute to be used for e-mail address
retrieval. You can enter a string that consists of any
character, and an unlimited number of characters. If the
[Retrieve Home Directory (Active Directory only)] check
box is selected under <Scan to Home Directory
Settings>, the value entered here is also used for Home
Directory retrieval.

Enter the e-mail LDAP attribute to pull the user’s e-mail
address.

An example for Active Directory is ‘mail’.

Select [10], [25], [50], [75], or [100] from the drop-down
list for the maximum number of search results that you
want displayed on the Authorized Send ADDRESS
BOOK screen on the machine. The default setting is ‘25’.
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Scan to Home Directory Settings

Retrieve Home Select this check box to obtain the currently logged on

Directory user’s home directory information from the address

(Active book server with the LDAP attribute of “Home

Directory only): Directory.” This creates a Home Directory element in the
Preselected Share drop-down list on the Scan to Folder
Preset Shares configuration screen.

O mPORTANT
If this check box is selected, and the [Retrieve Home
Directory (Active Directory only] check box on the
Create Authentication Server screen is also selected, the
authentication server is checked first for the Home
Directory. If no Home Directory is found on the
authentication server, then the address book server is
searched.

O \mMPORTANT

e If you select the Kerberos protocol for the authentication method, make
sure that the device clock setting is properly synchronized with the
configured authentication server and address book server. For more
information on synchronizing the device clock with the server clock, see
“Synchronizing the Device and Server Time,” on p. 518.

e Select the [Test] check box if you want to test the validity of the IP
addresses you entered before saving.

o If validation fails, an error message is displayed. Enter the correct
information — click [Save].

£ NOTE
The [Test] check box is selected by default. If you do not want to test
the validity of the addresses you entered, click the check box to clear
the check mark.
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4.2

If you select [NTLM] as the authentication method, configure the Address

Book Settings and Scan to

Home Directory Settings.

Create Address Book Server

Retrieve User E-Mail Address for the Following Authentication Server

Authentication Server: Mone

-

Mote: This setting is stored in the Authentication Menu

(Address Book Settings N
Method: NTLM -
Pull Host from DINS: Yes @ No
Host: Port: 389 SSL: [ Test &
Domain Name: scsd3local
Use Public Credentials: Tes @ No
Search Root: de=None
LDAP Match Attribute: sAMAccountName Other
LDAP Email Attribute: mail
Maximum Search Results: 5B -
Scan to Home Directory Settings
\ Retrieve Home Directory (Active Directory only) )

Reset
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Address Book S

Method:

Pull Host from
DNS:

Pull Port from

DNS:

Pulled Host:

Pulled

Hostname:

Host:

Port:

SSL:

Test:

ettings
NTLM

Select [Yes] to automatically pull the host information
from the DNS after you click [Create]. Select [No] if you
want to manually configure the host information. The
default setting is ‘No’.

If you select the [Yes] radio button, the first “live”
domain controller is used as the address book server after
you click [Create].

This setting is only displayed when Pull Host from DNS
is set to “Yes’. Select this check box if you want the Port
text box to be dynamically populated from the DNS.

This field is only displayed when Pull Port from DNS is
set to “Yes’. The text displayed is the FQDN of the
machine.

This field is only displayed when Pull Port from DNS is
set to “Yes’. The text displayed is a truncated version of
the machine’s name.

This text box is displayed only if Pull Host from DNS is
set to ‘No’. Enter the DNS name or IP address of the
address book server.

This text box is displayed only if Pull Host from DNS is
set to “No’ and if the [Pull Port from DNS] check box is
not selected. Enter the connecting port number of the
address book server. You can enter a maximum of five
numbers. The default port number is *389’.

This check box is displayed only if Pull Host from DNS
is set to “No’ and if the [Pull Port from DNS] check box
Is not selected. Select this check box if you want the
address book server to use SSL. If you select this check
box, the host port number automatically changes to ‘636’.

This check box is displayed only if Pull Host from DNS
is set to “No’. Select this check box if you want the
connection to the address book server to be verified
before you save the settings. The [Test] check box is
selected by default.
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Domain Name: Enter the address book server domain for this device. The

Use Public
Credentials:

Public User
Name:

Public
Password:

Search Root:

LDAP Match
Attribute:

default value is pulled from the device.

Select [Yes] to use the public credentials (Public User
Name and Public Password) configured by the System
Administrator. Select [No] to use Anonymous binding.
The default setting is *‘No’.

This text box is displayed only if Use Public Credentials
is setto “Yes’. If [Yes] is selected for Use Public
Credentials, you must enter the user name for
authentication against the address book server. You can
enter a string that consists of any character, and an
unlimited number of characters.

This text box is displayed only if Use Public Credentials
is set to “Yes’. It is used as the password for
authentication against the address book server. It is an
optional text box. You can enter a string that consists of
any character, and an unlimited number of characters.

Specify the search root for searching the user’s home
directory via LDAP.

Depending on your environment, you must enter the Base
DN (Distinguished Name) of the location of the user
accounts.

The default value for the Search Root text box is blank if
the Domain Name text box is blank. If the Domain Name
text box is populated, the Search Root text box is
automatically populated based on the text entered in the
Domain Name text box.

Select [SsAMAccountName],

[userPrincipalName], or [uid] from the

drop-down list to determine which attribute to use for
LDAP match. The default setting is ‘sAMAccountName’.
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Other: If you select this check box, the LDAP Match Attribute
drop-down list becomes a text box, where you can enter
the LDAP Match Attribute to be used for e-mail address
retrieval. You can enter a string that consists of any
character, and an unlimited number of characters. If the
[Retrieve Home Directory (Active Directory only)] check
box is selected under <Scan to Home Directory
Settings>, the value entered here is also used for Home
Directory retrieval.

LDAP Email  Enter the e-mail LDAP attribute to pull the user’s e-mail
Attribute: address.

An example for Active Directory is ‘mail’.

Maximum Select [10], [25], [50], [75], or [100] from the drop-down

Search Results: list for the maximum number of search results that you
want displayed on the Authorized Send ADDRESS
BOOK screen on the machine. The default setting is ‘25’.
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Scan to Home Directory Settings

Retrieve Home Select this check box to obtain the currently logged on

Directory user’s home directory information from the address

(Active book server with the LDAP attribute of “Home

Directory only): Directory.” This creates a Home Directory element in the
Preselected Share drop-down list on the Scan to Folder
Preset Shares configuration screen.

O mPORTANT
If this check box is selected, and the [Retrieve Home
Directory (Active Directory only] check box on the
Create Authentication Server screen is also selected, the
authentication server is checked first for the Home
Directory. If no Home Directory is found on the
authentication server, then the address book server is
searched.

O iMPORTANT
e Select the [Test] check box if you want to test the validity of the IP
addresses you entered before saving.
o If validation fails, an error message is displayed. Enter the correct
information — click [Save].

& NOTE
The [Test] check box is selected by default. If you do not want to test the
validity of the addresses you entered, click the check box to clear the
check mark.
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4.3  If you select [Simple] as the authentication method, configure the Address
Book Settings and Scan to Home Directory Settings.

Create Address Book Server

Retrieve User E-Mail Address for the Following Authentication Server

Authentication Server Mone -
Mote: This setting is stored in the Authentication Menu

rAl:ll:lress Book Settings )
Method: Simple -
Host: Port: 389 SSL: [[] Test: @
Domain Name: scsd3.local
Use Public Credentials: @ Yes © No
Public DN:
Public Password:
Search Root: de=None
LDAP Match Attribute: sAMAccountName - Other
LDAP Email Attribute: mail
Maximum Search Results: 25 -
Scan to Home Directory Settings
\_ Retrieve Home Directory (Active Directory only) )
Reset Cancel

Address Book Settings

Method: Simple

Host: Enter the DNS name or IP address of the address book
server.

Port: Enter the connecting port number of the address book

server. You can enter a maximum of five numbers. The
default port number is “389’.

SSL: Select this check box if you want the address book server
to use SSL. If you select this check box, the host port
number automatically changes to *636’.

Test: Select this check box if you want the connection to the
address book server to be verified before you save the
settings. The [Test] check box is selected by default.

Domain Name: Enter the address book server domain for this device. The
default value is pulled from the device.
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Use Public
Credentials:

Public DN:

Public
Password:

Search Root:

LDAP Match
Attribute:

Other:

Select [Yes] to configure the public credentials (Public
DN and Public Password), or select [No] to use
anonymous binding. The default setting is “No’.

This text box is displayed only if Use Public Credentials
is set to “Yes’. If Use Public Credentials is set to “Yes’,
you must enter the user’s login Distinguished Name to
use when performing the first bind of the Simple Binding
process.

This text box is displayed only if Use Public Credentials
is set to “Yes’. It is used as the password for
authentication against the address book server. It is an
optional text box. You can enter a string that consists of
any character, and an unlimited number of characters.

Specify the search root for searching the user’s home
directory via LDAP.

Depending on your environment, you must enter the Base
DN (Distinguished Name) of the location of the user
accounts.

The default value for the Search Root text box is blank if
the Domain Name text box is blank. If the Domain Name
text box is populated, the Search Root text box is
automatically populated based on the text entered in the
Domain Name text box.

Select [SsAMAccountName],

[userPrincipalName], or [uid] from the

drop-down list to determine which attribute to use for
LDAP match. The default setting is ‘sAMAccountName’.

If you select this check box, the LDAP Match Attribute
drop-down list becomes a text box, where you can enter
the LDAP Match Attribute to be used for e-mail address
retrieval. You can enter a string that consists of any
character, and an unlimited number of characters. If the
[Retrieve Home Directory (Active Directory only)] check
box is selected under <Scan to Home Directory
Settings>, the value entered here is also used for Home
Directory retrieval.
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LDAP Email  Enter the e-mail LDAP attribute to pull the user’s e-mail
Attribute: address.

An example for eDirectory and Domino is ‘mail’.

Maximum Select [10], [25], [50], [75], or [100] from the drop-down

Search Results: list for the maximum number of search results that you
want displayed on the Authorized Send ADDRESS
BOOK screen on the machine. The default setting is ‘25’.

Scan to Home Directory Settings

Retrieve Home Select this check box to obtain the currently logged on

Directory user’s home directory information from the address

(Active book server with the LDAP attribute of “Home

Directory only): Directory.” This creates a Home Directory element in the
Preselected Share drop-down list on the Scan to Folder
Preset Shares configuration screen.

O mPORTANT
If this check box is selected, and the [Retrieve Home
Directory (Active Directory only] check box on the
Create Authentication Server screen is also selected, the
authentication server is checked first for the Home
Directory. If no Home Directory is found on the
authentication server, then the address book server is
searched.

O iMPORTANT
e Select the [Test] check box if you want to test the validity of the IP
addresses you entered before saving.
o If validation fails, an error message is displayed. Enter the correct
information — click [Save].

& NOTE
The [Test] check box is selected by default. If you do not want to test the
validity of the addresses you entered, click the check box to clear the
check mark.
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4.4

If you select [Anonymous] as the authentication method, configure the
Address Book Settings and Scan to Home Directory Settings.

Create Address Book Server

Retrieve User E-Mail Address for the Following Authentication Server

Authentication Server: Mone -
MNote: This selting is stored in the Authentication Menu

(Address Book Settings

Method:
Host:
Domain Name:

Search Root:

LDAP Match Attribute: sAMAccountName - Other
LDAP Email Attribute: mail
Maximum Search Results: 25 -

Scan to Home Directory Settings

Anonymous
Port: 389 SSL: Test [
scsd3.local

dc=None

\_ Retrieve Home Directory (Active Directory only) )

Address Book Settings

Method:

Host:

Port:

SSL:

Test:

Domain Name:

Anonymous

Enter the DNS name or IP address of the address book
server.

Enter the connecting port number of the address book
server. You can enter a maximum of five numbers. The
default port number is “389’.

Select this check box if you want the address book server
to use SSL. If you select this check box, the host port
number automatically changes to *636’.

Select this check box if you want the connection to the
address book server to be verified before you save the
settings. The [Test] check box is selected by default.

Enter the address book server domain for this device. The
default value is pulled from the device.
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Search Root:

LDAP Match
Attribute:

Other:

LDAP Email
Attribute:

Maximum
Search Results:

Specify the search root for searching the user’s home
directory via LDAP.

Depending on your environment, you must enter the Base
DN (Distinguished Name) of the location of the user
accounts.

The default value for the Search Root text box is blank if
the Domain Name text box is blank. If the Domain Name
text box is populated, the Search Root text box is
automatically populated based on the text entered in the
Domain Name text box.

Select [SsAMAccountName],

[userPrincipalName], or [uid] from the

drop-down list to determine which attribute to use for
LDAP match. The default setting is ‘sAMAccountName’.

If you select this check box, the LDAP Match Attribute
drop-down list becomes a text box, where you can enter
the LDAP Match Attribute to be used for e-mail address
retrieval. You can enter a string that consists of any
character, and an unlimited number of characters. If the
[Retrieve Home Directory (Active Directory only)] check
box is selected under <Scan to Home Directory
Settings>, the value entered here is also used for Home
Directory retrieval.

Enter the e-mail LDAP attribute to pull the user’s e-mail
address.

An example for Active Directory, eDirectory, and
Domino is ‘mail’.

Select [10], [25], [50], [75], or [100] from the drop-down
list for the maximum number of search results that you
want displayed on the Authorized Send ADDRESS
BOOK screen on the machine. The default setting is ‘25’.
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Scan to Home Directory Settings

Retrieve Home Select this check box to obtain the currently logged on

Directory user’s home directory information from the address

(Active book server with the LDAP attribute of “Home

Directory only): Directory.” This creates a Home Directory element in the
Preselected Share drop-down list on the Scan to Folder
Preset Shares configuration screen.

O mPORTANT
If this check box is selected, and the [Retrieve Home
Directory (Active Directory only] check box on the
Create Authentication Server screen is also selected, the
authentication server is checked first for the Home
Directory. If no Home Directory is found on the
authentication server, then the address book server is
searched.

O iMPORTANT
e Select the [Test] check box if you want to test the validity of the IP
addresses you entered before saving.
o If validation fails, an error message is displayed. Enter the correct
information — click [Save].

& NOTE
The [Test] check box is selected by default. If you do not want to test the
validity of the addresses you entered, click the check box to clear the
check mark.

5. Click [Create].

If you make a mistake while configuring the settings, click [Reset] to return the
settings to their original values.

To cancel creating the address book server and return to the Address Book
Servers screen, click [Cancel].

The address book server is created and added to the address book servers list on
the Address Book Servers screen.
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2.5.2 Editing an Address Book Server

You can edit a previously created address book server from the Address Book Servers
configuration screen.

1. Click [E-Mail Service] — [Address Book] — select the check box next to the
address book server you want to edit = click [Edit].

Change ID & Password  Logout

Authorized Send Configuration canon

Authentiation

E-Mail Service General

Scan o E-Mail Address Book l Address Book Servers

Scan fo Folder

Scan o Fax

S e Domain Name Bind Method

5can to RightFax [  sesd3local Kerberos

Scan o FaxaMail

—— /) scsd3local Simple

Scan to FTP

Scan to SharePoint Edit Delete Add
Scan o Box

Scan to Google Drive
Scan to Mult-Destimations
One-Touch Butions
Feature Confrols

Scan Seftings

File Mame Template
Metadatz Index

Options

Logs and Report

Configuration
Management

Disclaimer
About

The Update Address Book Server screen is displayed.
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Edit the settings for the address book server as necessary — click [Update].

Update Address Book Server

Retrieve User E-Mail Address for the Following Authentication Server

Authentication Servers: scsd3 local (Kerberos)
Mote: This setting is stored in the Authentication Menu

(Address Book Settings

Port: 636 SSL: V] Test @

Method: Kerberos — +
Dull Host from DNS: Yes @ No
Host: 1111
Hostname: ASendServer

Domain Name: auth.send.com|

Scan to Home Directory Settings

Use Public Credentials: Yes @ No

Search Root: de=scsd3.dc=local

LDAP Match Attribute: userPrincipalMame ~ Other
LDAP Email Attribute: mail

Maximum Search Results: 25 -

\_ Retrieve Home Directory (Active Directory only)

Reset

Cancel

If you make a mistake while editing the settings, click [Reset] to return the

settings to their original values.

To cancel editing the address book server and return to the Address Book Servers

screen, click [Cancel].
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2.5.3 Deleting an Address Book Server

You can delete a previously created address book server from the Address Book
Servers configuration screen.

1. Click [E-Mail Service] — [Address Book] — select the check box next to the
address book server you want to delete — click [Delete].

Change ID & Password  Logout

Authorized Send Configuration canon

IE-Mai\ Service General

Saan to E-Mail Address Book l Address Book Servers

Scan  Folder

Scan to Fax
e Domain Name Bind Method
Scan to RightFax O scsd3 Jocal Kerberos
Scan m Faxamail N
(] scsd3 Jocal Simple
Fax Forwarding
Scan to FTP
Scan to SharePoint | Edit I Delete | Add
Scan to Box

Scan to Google Drive
Scan to Mulf-Destinations
One-Touch Butons
Feature Controls

Scan Seftings

File Mame Template
Metadata Index

Options

Logs and Report

Configuration
Management

Disclaimer
About
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Click [OK].

Address Book Servers

Domain Name Bind Method

[} scsd3 Jocal Smart Card
Message from webpage @

P~
I:e_l Are you sure you want to delete the selected address book server?
k. 4

I[ oK ] [ Cancel

If you do not want to delete the address book server, click [Cancel].

The address book server is deleted from the list.
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2.6 Configuring the Scan to E-Mail Settings

You can configure the Scan to E-Mail function, which enables users to scan and send
documents via an SMTP server.

O imPoRTANT

e If an AMS enabled login application is installed and running on the machine, [Scan to
E-Mail] may be displayed but disabled on the machine, based on the role of the user
that logged on to the login application, even if the Scan to E-Mail function is enabled
in the Authorized Send Configuration servlet.

e If an AMS enabled login application is installed and running on the machine, and the
login application specifies that scanning is disabled, the functions that were enabled
in the Authorized Send Configuration servlet are all disabled on the machine, and an
error message is displayed.

1. Click [Scan to E-Mail].

Change ID & Password  Logout

Authorized Send Configuration Ccanon

Authentiation
E-Mail Service
Authentication Servers
Scan to Folder
Scan to Fax
Scan to FFax

Domain Name Authentication Method

Scan to RightFax o gail.com Google

Scan to Fax2Mail [0 scsd3local Simple

Fax Forwarding [0 Anomymous Anorymous

Scanto FTP

Scan o SharePoint

Scan to Box |

Scan to Google Drive
= Authentication Order 5 ettings
Scan to Mult-Destinations

agmail.com-Google
ETETTAD 2T Authentication Servers: sced3.local-Simple
Feature Controls Anony mous-Anony mous Up | Down

Scan Settings Reset | save |
File Name Template

Metadata Index
Options
Logs and Report

Configuration
Management

Disclaimer

About

The Scan to E-Mail screen is displayed.
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2. Configure the settings under <Access Controls>.

Scan to E-Mail

(Access Controls \

E-mail to self only

Disabled Item Default Value

Address Book
To ¥ Self
Subject Required

m

Body

k File Name )
General Settings
E-Mail Button Label: ¥| Default

File Name Templates: Default Append Default -

Scan Setting Profile: Defaut ~
E-mail CC to self
Enable Metadata Sending
¥| Copy to Sent Folder

Note: signed and encrypted E-Mail not supported.
IMAP Server Address: Port: 143 SSL: Test: ¥
Enter Sent Folder Name: Sent tems

71 Iah Statne Matfication

Access Controls

E-mail to self only: Select this check box if you want to restrict users to only
send e-mail messages to themselves, and to automatically
disable the [Address Book] key and the [To] text box on
the Authorized Send SCAN TO E-MAIL screen on the
machine.

Disabled Column

Address Book: Select this check box if you want to restrict user access to
the [Address Book] key on the Authorized Send SCAN TO
E-MAIL screen on the machine. If you select this check
box, the [Address Book] key is not displayed on the
Authorized Send SCAN TO E-MAIL screen on the
machine. The user can manually specify an e-mail address,
but cannot select an address from the address book.
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To: Select this check box if you want to prevent the user from manually
entering an e-mail address. If you select this check box, the [To] text
box on the Authorized Send SCAN TO E-MALIL screen on the
machine is disabled and grayed out. The user can select an e-mail
address from the address book, but cannot manually specify an
address.

Self: This check box is displayed only when the [E-mail to self only]
check box is not selected. When the [Self] check box is selected, the
e-mail address of the user logged on to Authorized Send is displayed
in the [To] text box on the Authorized Send SCAN TO
E-MALIL screen on the machine. This check box is selected by
default.

O iMPORTANT
You must select the [Self] check box if you selected the [Address
Book] and [To] check boxes at the same time, and the default
value for the To text box is blank.

Subject: Select this check box to disable the [Subject] text box on the
Authorized Send SCAN TO E-MAIL screen on the machine.

Required: Select this check box if you require the user to enter a subject for
their e-mail messages.

Body: Select this check box to disable the [Body] text box on the
Authorized Send SCAN TO E-MAIL screen on the machine.

File Name:  Select this check box to disable the [File Name] text box on the
Authorized Send SCAN TO E-MALIL screen on the machine.
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Default Value Column

To:

Subject:

Body:

File Name:

Enter the default e-mail address to be displayed in the [To] text box
on the Authorized Send SCAN TO E-MAIL screen on the machine.
This text box is required only if the [Address Book] and [To] check
boxes are selected, and the [Self] check box is not selected. You can
enter a string that consists of any character, and an unlimited number
of characters.

Enter a default subject to be displayed in the [Subject] text box on
the Authorized Send SCAN TO E-MALIL screen on the machine.
This text box is required only if the [Subject] and [Required] check
boxes are selected. You can enter a string that consists of any
character, and a maximum number of 255 characters.

Enter a default e-mail message to be displayed in the [Body] text box
on the Authorized Send SCAN TO E-MAIL screen on the machine.
This scrolling box is optional. You can enter a string that consists of
any character, and a maximum number of 255 characters.

Enter the default file name to be displayed in the [File Name] text
box on the Authorized Send SCAN TO E-MAIL screen on the
machine. This text box is optional. You can enter a string that
consists of any character, and a maximum number of 251 characters.
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3. Configure the settings under <General Settings>.

f General Settings

E-Mail Button Label:

File Name Templates: | Default

Default

Append | Default '

Scan Setting Profile:

E-mail CC to self
Enable Metadata S ending
Copy to SentFolder

IMAP Server Address:[10.99.17258

| Port [ 143

|SSL: [ Test:

Enter Sent Folder Name: [Sent liems

Job Status Notification
] Prmt Job Status

E-Mail Disclaimer:

[] E-Mail Job Stats to Self
Enable E-Mai Disclaimer

Reset Save

General Settings

E-Mail Button Label:

Default

File Name Templates:

Enter the label for the [Scan to E-Mail] key that appears on
the Authorized Send MAIN screen on the machine. Itis a
required text box that cannot be left blank. The number of
any characters permitted is restricted by the width of the
Scan to E-Mail icon.

Select this check box if you want to use the default E-Mail
Button Label setting (*Scan to E-Mail’). The E-Mail Button
Label text box cannot be changed when the Default check
box is selected.

Enter one or more File Name Templates which the user can
select when creating a scan job. The names in this list are
created under the <File Name> tab. See “Configuring the
File Name,” on p. 407. The default value is ‘Default’.
Separate entries must be separated by commas. You can
enter the File Name Templates manually or select the
Templates from the Append drop-down list and click
[Append].
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Append:

Append
drop-down:

E-mail CC to self:

Enable Metadata
Sending:

Copy to Sent Folder:

IMAP Server
Address:

Port:

SSL:

Test:

Click [Append] to add a File Name Template (set in the
Append drop-down list) to the string in the [File Name
Templates] text box.

Select a pre-defined File Name Template that is added to
the string in the [File Name Templates] text box after you
click [Append].

Select this check box if you want a copy of each e-mail
message sent via the Authorized Send SCAN TO E-MAIL
screen on the machine to be sent to the currently logged on
user’s e-mail address. This check box is selected by default.

Select this check box if you want all scans sent using the
Scan to E-Mail function to be accompanied by an XML
file, which contains metadata as defined on the Metadata
Index screen. This check box is not selected by default.

Select this check box if you want all e-mail messages sent
from the Authorized Send SCAN TO E-MAIIL screen on
the machine to send a copy to the Exchange mail server’s
Sent folder. This check box is not selected by default.

This text box is displayed only if the [Copy to Sent Folder]
check box is selected. Enter the IP address or DNS name of
the IMAP server. The default value is pulled from the value
entered in the [SMTP Server Address] text box on the
E-Mail Service screen.

This text box is displayed only if the [Copy to Sent Folder]
check box is selected. Enter the connecting port number of
the IMAP server. You can enter a maximum of five
numbers. The default port number is ‘143,

This check box is displayed only if the [Copy to Sent
Folder] is selected. Select this check box if you want the
connection to the IMAP server to be over the IMAPS
protocol and port. If you select this check box, the port
number automatically changes to ‘993’.

This check box is displayed only if the [Copy to Sent
Folder] is selected. Select this check box if you want the
connection to the IMAP server to be verified before you
save the settings. The [Test] check box is selected by
default.
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Enter Sent Folder
Name:

Job Status

Notification:

Print Job Status:

E-Mail Job Status
to Self:

Enable E-Mail
Disclaimer:

E-Mail Disclaimer:

4. Click [Save].

& NOTE

This text box is displayed only if the [Copy to Sent Folder]
check box is selected. Enter the name of the destination
folder on the target IMAP server where the scanned
documents are sent by Authorized Send. The default setting
is ‘Sent ltems’.

Select this check box if you want the logged on user of the
Scan to E-Mail session to receive confirmation printout or
email.

The [Print Job Status] check box is displayed only when the
[Job Status Notification] check box is selected. Select this
check box if you want the logged on user of the Scan to
E-Mail session to receive a confirmation printout.

The [E-Mail Job Status to Self] check box is displayed only
when the [Job Status Notification] check box is selected.
Select this check box if you want the logged on user of the
Scan to E-Mail session to receive a confirmation email.

Select this check box to append a disclaimer message to
all Scan to E-Mail jobs. The disclaimer appears after the
main body of text. This check box is unselected by default

Enter the text to append to Scan to E-Mail jobs in the
[E-Mail Disclaimer] text box. The text box must have at
least one character and no more than 5,000 characters. The
[E-Mail Disclaimer] text box appears only if the [Enable E-
Mail Disclaimer] check box is enabled.

If you make a mistake while configuring the settings, click [Reset] to return the
settings to their original values.
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2.7 Configuring the Scan to Folder Settings

You can configure the Scan to Folder function, which enables users to scan and send
documents to a specified folder or directory on the network, and create preset shares.

O imPoRTANT

e If an AMS enabled login application is installed and running on the machine, [Scan to
Folder] may be displayed but disabled on the machine, based on the role of the user
that logged on to the login application, even if the Scan to Folder function is enabled
in the Authorized Send Configuration servlet.

e If an AMS enabled login application is installed and running on the machine, and the
login application specifies that scanning is disabled, the functions that were enabled
in the Authorized Send Configuration servlet are all disabled on the machine, and an
error message is displayed.

1. Click [Scan to Folder] — [General].

Change ID & Password  Logout

Authorized Send Configuration canon

Authenti@tion
E-Mail Service
Scan to EMail Authentication Servers
I Scan to Folder Y Gereral 1
Scan to Fax IS S Domain Name Authentication Method
Scan to FFax
Scan to RightFax . grall com Google
Scan to Fax2Mail [ secsd3local Simple
Fax Forwarding [0  Anonymous Anonymous
Scanto FTP - -
Scan to SharePoint
Scan to Box ‘

Scan to Google Drive
= Authentication Order Settings
Scan to Mult-Destinations

agmail.com-Google
TIGTRAET SaifaTE Authentication Servers: [scsd3.local-Simple
Feature Controls Ancny mous-Anory mous Up | Down

Scan Settings Reset | Save |
File Name Template

Mefadat@ Index
Options
Logs and Report

Configuration
Management

Disclaimer
About

The Scan to Folder screen is displayed.
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2. Configure the settings under <Access Controls>.

Scan to Folder
~
Access Controls
Scan to Home Directory/Preselected Share only
Disabled Item Default Value
Preset Share
File Server/Path
Browse
File Name
\ J
General Settings E
Folder Button Label: V| Default
File Name Templates: Default Append Default -
Scan Setting Profile: Default -
WINS Server IP: Test: [¥
Enable Metadata Sending
Use NetBIOS Session Only (Over TCP Port 139)
V| Use NTLMSSP (f NTLM authentication is used for Scan to Folder)
Y| Enable Dynamic Folder Creation
¥| Only for Preset Shares
Use Temporary File Extension During Sending
V| Job Status Notification
Print Job Status
Access Controls
Scan to Home Select this check box if you want to automatically disable
Directory/Preselected the [Preset Share], [File Server/Path], and [Browse] check
Share only: boxes with one click.
Disabled Column
Preset Share: Select this check box if you want to prevent the user from

selecting a preset share from the Preset Share drop-down
list on the Authorized Send SCAN TO FOLDER screen on
the machine. If you select this check box, the Preset Share
drop-down list is disabled and grayed out.

File Server/Path: Select this check box if you want to disable and gray out
the [File Server] and [File Path] text boxes on the
Authorized Send SCAN TO FOLDER screen on the
machine.
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Browse: Select this check box if you want to disable the [Browse]
key on the Authorized Send SCAN TO FOLDER screen on
the machine. If you select this check box, the [Browse] key
does not appear on the Authorized Send SCAN TO
FOLDER screen on the machine.

File Name: Select this check box if you want to prevent the user from
using the [File Name] text box on the Authorized Send
SCAN TO FOLDER screen on the machine. If you select
this check box, the [File Name] text box is disabled and
grayed out.

Default VValue Column

File Name: Enter the default file name to be displayed in the [File
Name] text box on the Authorized Send SCAN TO
FOLDER screen on the machine. This text box is optional.
You can enter a string that consists of any character, and a
maximum of 251 characters.
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3. Configure the settings under <General Settings>.

T IO TIOTIIC P CCTOT 77T T T o ToT O T UTITy

Disabled Ttem
Preset Share
File Server/Path
Browse
File Name

Default Value

ﬁ;e neral Settings

Folder Button Label:

File Name Templates: Defaut Append Default -
Scan Setting Profile: Default -

¥| Default

WINS Server IP:

k Enable SMB Log

Enable Metadata Sending
Use NetBIOS Session Only {Over TCP Port 13%)
¥| Use NTLMSSP (if NTLM authentication is used for Scan to Folder)
7] Enable Dynamic Folder Creation
¥| Only for Preset Shares
¥| Use Temporary File Extension During Sending
Enter File Extension: tmp
Y] Job Status Notification
Print Job Status
7] E-Mail Job Status to Self
E-Mail Job Status is Required

Test: [

m

Reset | Save

General Settings

Folder Button Label:

Default

File Name Templates:

Enter the label for the [Scan to Folder] key that appears on
the Authorized Send MAIN screen on the machine. This is
a required text box that cannot be left blank. The number of
any characters permitted is restricted by the width of the
Scan to Folder icon.

Select this check box if you want to use the default Folder
Button Label setting (*Scan to Folder’). The Folder Button
Label text box cannot be changed when the Default check
box is selected.

Enter one or more File Name Templates which the user can
select when creating a scan job. The names in this list are
created under the <File Name> tab. See “Configuring the
File Name,” on p. 407. The default value is ‘Default’.
Separate entries must be separated by commas. You can
enter the File Name Templates manually or select the
Templates from the Append drop-down list and click
[Append].
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Append: Click [Append] to add a File Name Template (set in the
Append drop-down list) to the string in the [File Name
Templates] text box.

Append Select a pre-defined File Name Template that is added to
drop-down: the string in the [File Name Templates] text box after you
click [Append].

Scan Setting Profile:  Select a scan setting profile from the drop-down list. The
default setting is ‘Default’, which corresponds to the
default settings on the Scan Settings screen.

WINS Server IP: Enter the IP address of the NetBIOS name server. This text
box is optional. You can enter a string that consists of any
character, and an unlimited number of characters.

Test: Select this check box if you want the connection to the
WINS server to be verified before you save the settings.
The [Test] check box is selected by default.

Enable Metadata Select this check box if you want all scans sent to use the

Sending: Scan to Folder function and be accompanied by an XML
file, which contains metadata as defined on the Metadata
Index screen. This check box is not selected by default.

Use NetBIOS Session  Select this check box if you want Authorized Send to

Only (Over TCP only use port number 139 for Scan to Folder operations. By

Port 139): default, Authorized Send first tries to use port number 445,
If this is unsuccessful, port number 139 is used.

Use NTLMSSP (if Select this check box if you want Authorized Send
NTLM authentication to use NTLMSSP if NTLM authentication is used. This

is used for Scan to check box is selected by default.

Folder:

Enable Dynamic Select this check box to automatically create any folders in
Folder Creation: the share path that may not exist when a user scans a

document. If this check box is not selected and the user
tries to scan to a folder that does not exist, an error message
is displayed and the folder is not created.
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Only for Preset
Shares:

Use Temporary
File Extension

During Sending:

Enter File
Extension:

Job Status
Notification:

Print Job Status:

The [Only for Preset Shares] check box is displayed only if
the [Enable Dynamic Folder Creation] check box is
selected. Select this check box to enable dynamic folder
creation for preset shares that were only created by a
System Administrator. If a user enters a share path
manually, that does not exist and is not a preset share, an
error message is displayed, and the share is not dynamically
created when a user scans a document. If this check box is
not selected, a user can scan to any folder that does not
exist, and the folder is automatically created. This check
box is selected by default.

Select this check box to configure a temporary file
extension that is used only during the sending process.
Once sending is complete, the temporary file extension is
automatically replaced with the appropriate extension of
the file type that was sent (PDF, PDF(Compct),
PDF(OCR), TIFF, TIFF(Single), JPEG, XPS,
XPS(Compct), XPS(OCR), PPT, PPT(OCR), or WORD).

The [Enter File Extension] text box is displayed only if

the [Use Temporary File Extension During Sending] check
box is selected. Enter the file extension to use while
sending a document to a folder. You can enter a maximum
of four alphanumeric characters. The default setting is
‘tmp’.

& NOTE

e You can only use alphanumeric characters.
e Validation is performed after you click [Save] to make
sure that:
- The [Enter File Extension] text box is not empty.
- The maximum number of four alphanumeric characters
has not been exceeded.
e |f validation fails, an error message is displayed.

Select this check box if you want the logged on user of the
Scan to Folder session to receive confirmation printout or
email.

The [Print Job Status] check box is displayed only when the
[Job Status Notification] check box is selected. Select this
check box if you want the logged on user of the Scan to
Folder session to receive a confirmation printout.

Authorized Send V6.4 Configuration Guide 113



E-Mail Job Status
to Self:

E-Mail Job Status
is Required:

Enable SMB Log:

4. Click [Save].

& NOTE

The [E-Mail Job Status to Self] check box is displayed only
when the [Job Status Notification] check box is selected.
Select this check box if you want the logged on user of the
Scan to Folder session to receive a confirmation email.

The [E-Mail Job Status is Required] check box is
displayed only if the [Job Status Notification] and [E-Mail
Job Status to Self] check boxes are selected. Select this
check box if you want a confirmation e-mail message to be
sent to the logged on user of the Scan to Folder session. If
this check box is not selected, the [Email Confirmation]
check box is displayed on the SCAN TO FOLDER screen
on the machine, giving the user the option of receiving a
confirmation e-mail message.

Select this check box if you want to include additional
SMB-related debugging information in the job
confirmation printout or email.

If you make a mistake while configuring the settings, click [Reset] to return the
settings to their original values.
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2.7.1 Creating a Preset Share

You can create any number of preset shares.

1. Click [Scan to Folder] — [Preset Shares].

Change ID & Password  Logout

Authorized Send Configuration Ccanon

Authentiation

E-Mail Service

Scan o E-Mail Authentication Servers

Scan o Folder General

SN [resecchores ) Domain Name Authentication Method
Scan to FRax

Scan fo RightFax U gonadl com Google

Scan to Fax2Mail [0 scsd3local Simple

Fax Forwarding O Anomymous Anonymous

Scan to FTP
Scan o SharePoint

Scan o Box |

Scan to Google Drive

Authentication Order Settings
Scan fo Multi-Destinations
gmail.com-Google
One-Touch Butions Authentication Servers: |scsd3 local-Simple
Feature Controls Anonymous-Anory mous Up | Down
Scan Seftings Reset | Save |

File Name Template
Metadata Index
Options

Logs and Report

Configuration
Management

Disclaimer
About

The Preset Shares screen is displayed.
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2. Click [Add].

Preset Shares

Share Name  File Server File Path

Home Directory S{HOME}/

| Add

Preselected Share: Home Directory (if exists) ~ Save

The Create Share Name screen is displayed.

& NOTE

¢ The default setting for Share Name is ‘Home Directory’. This setting is
automatically created by Authorized Send, and can be edited and deleted.

e ‘Home Directory’ appears automatically in the Preset Share drop-down list on
the Authorized Send SCAN TO FOLDER screen on the machine, if the
[Retrieve Home Directory (Active Directory only)] check box is selected on the
Create/Update Authentication Server screen or Create/Update Address Book
Server screen, and the home directory exists.
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3. Configure the Share Name settings.

Create Share Name

Share Name: Sharel
File Server: 1111
Note: If ${HOME} exists in the File Path, then the File Server is ignored.

File Path: /NewShare1/ Append User Name

Use Login Credentials

User Name: Userl

Password:  esese

Domain: auth.asend.com

-

.

Create Share Name

Share Name:

File Server:

File Path:

Append:

Enter a name for the preset share. This name is added to the
Preset Share drop-down list on the Authorized Send SCAN
TO FOLDER screen on the machine The Share Name is
case-sensitive. You can enter a string that consists of any
character, and a maximum of 31 characters.

Enter the DNS name or IP address to send scanned
documents. You can enter a string that consists of any
character, and an unlimited number of characters.

Enter the path of the folder to send scanned documents.
You can enter a string that consists of any character, and an
unlimited number of characters.

Click [Append] to add a user’s name or home directory
variable (set in the Append drop-down list) to the string in
the [File Path] text box.
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Append Select [User Name], [Home Directory], or [Index Field 1]

drop-down: through [Index Field 8] in conjunction with clicking
[Append] to add the user’s name or home directory variable
to the string in the [File Path] text box.

Use Login Select this check box to enable the User Name, Password,

Credential: and Domain text boxes to be used to log on to the File
server. This check box is selected by default. If you do not
select the [Use Login Credential] check box, the File server
uses the login credentials to start the scanning session.

User Name: This text box is displayed only if the [Use Login
Credential] check box is not selected. Enter the user name
to be used to log on to the File server in the [User Name]
text box. You can enter a string that consists of any
character, and a maximum of 255 characters.

Password: This text box is displayed only if the [Use Login
Credential] check box is not selected. Enter the password to
be used to log on to the File server in the [Password] text
box. You can enter a string that consists of any character,
and a maximum of 255 characters.

Domain: This text box is displayed only if the [Use Login
Credential] check box is not selected. Enter the domain to
be used to log on to the File server in the [Domain] text
box. You can enter a string that consists of any character,
and a maximum of 255 characters.

4. Click [Create].

If you make a mistake while configuring the settings, click [Reset] to return the
settings to their original values.

To cancel creating the preset share and return to the Preset Shares configuration
screen, click [Cancel].
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5. If you want to specify a share name that automatically populates the value in the
Preset Share drop-down list on the Authorized Send SCAN TO FOLDER screen

on the machine, select a share name from the Preselected Share drop-down list —

click [Save].
Preset Shares
Share Name  File Server File Path
Home Directory S{HOME}/
Sharel win2k8r2 scsd3 local NewSharel/
| Add
Preselected Sharef Home Directory (if exists) ] l Save ]
-Select Share-
ome Directo
harel
& NOTE

¢ The default setting for Share Name is ‘Home Directory’. This setting is
automatically created by Authorized Send, and can only be deleted, not edited.

e ‘Home Directory’ appears automatically in the Preset Share drop-down list on
the Authorized Send SCAN TO FOLDER screen on the machine, if the
[Retrieve Home Directory (Active Directory only)] check box is selected on the
Create/Update Authentication Server screen or Create/Update Address Book
Server screen, and the home directory exists.

o If [Retrieve Home Directory (Active Directory only)] check box is not selected
on the Create/Update Authentication Server screen or Create/Update Address
Book Server screen, or if the user’s home directory cannot be successfully
retrieved, ‘Select Share’ is displayed in the Preset Share drop-down list on the
Authorized Send SCAN TO FOLDER screen on the machine.
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2.7.2

Editing a Preset Share

You can edit a previously created preset share from the Preset Shares configuration

screen.

1. Click [Scan to Folder] — [Preset Shares] — select the check box next to the

preset share you want to edit — click [Edit].

Authorized Send Configuration canon
Authentiation
E-Mail Service
Scan to E-Mail Preset Shares
Scan fo Folder General
— —
Scan to Fax PresetShares l
—

Share Name  File Server

Scan to FFax

File Path

Scan to RightFax [ Home Directory

${HOME}/

Scan to Fax2Mail
E Sharel

win?k8r2.scsd3 local
Fax Forwarding

/NewShare/

Scan to FTP
Scan fo SharePoint

l Edit l

Scan o Box
Scan to Google Drive

Delete | Add
Preselected Share:|-SelectShae- | Save

Scan to Mult-Destinations
One-Touch Butions
Feature Controls

Scan Sefings

File Mame Template
Metadata Index

Options

Logs and Report

Configuration
Management

Disclaimer

About

Change ID & Password  Logout

The Update Share Name screen is displayed.
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2. Edit the settings for the preset share, as necessary — click [Update].
Update Share Name
r
Share Name: Sharel
File Server: win2k8r2.scsd3.local
Mote: If 5{HOME} exists in the File Path, then the File Server is ignored.
File Path: /NewShare1/ Append User Mame
Use Login Credentials
User Name: User]|
Password: eesesene
Domain: auth.asend.com
.
Reset Cancel | l Update I
If you make a mistake while editing the settings, click [Reset] to return the
settings to their original values.
2 NOTE

If you edit the default Home Directory share, you cannot change the share name
from the default “Home Directory”.

To cancel editing the preset share and return to the Preset Shares configuration

screen, click [Cancel].
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2.7.3 Deleting a Preset Share

You can delete a previously created preset share from the Preset Shares configuration
screen.

1. Click [Scan to Folder] — [Preset Shares] — select the check box next to the
preset share you want to delete — click [Delete].

Change ID & Password  Logout
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Authentiation
E-Mail Service
Scan fo E-Mail Preset Shares

l Scan fo Folder General
Scanto Fax PresetShares l
Scan fo LFax Share Name  File Server File Path
Scan to RightFax [] Home Directory ${HOME}/
Scan to Fax2Mail R ~ .
or——— Sharel win?k8r2 scsd3.local /NewShare/
Scanto FTP
Scan to SharePoint ’T‘ " peete ) Add |
Scan o Box
Scan to Google Drive Preselected Share ,m‘ Save |

Scan to Mult-Destinations
One-Touch Butions
Feature Controls

Scan Seffings

File Mame Template
Metadata Index

Options

Logs and Report

Configuration
Management

Disclaimer
About
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2. Click [OK] on the confirmation dialog box.

Preset Shares

Share Name  File Server File Path
[[] Home Directory S{HOME}/
Message from webpage @la:rel-’
:] Are you sure you want to delete the selected share name?
@ |
[ OK ] ’ Cancel ] be

If you do not want to delete the preset share, click [Cancel].

The preset share is deleted from the list.
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2.8 Configuring the Scan to Fax Settings

You can configure the Scan to Fax function, which enables users to scan and send
documents to a fax machine, and create a fax address book.

O imPoRTANT

e If an AMS enabled login application is installed and running on the machine, [Scan to
Fax] may be displayed but disabled on the machine, based on the role of the user that
logged on to the login application, even if the Scan to Fax function is enabled in the
Authorized Send Configuration servlet.

e If an AMS enabled login application is installed and running on the machine, and the
login application specifies that scanning is disabled, the functions that were enabled
in the Authorized Send Configuration servlet are all disabled on the machine, and an
error message is displayed.

o If the machine does not support faxing, the message <This device does not support
fax.> is displayed instead of the Scan to Fax settings.

1. Click [Scan to Fax] — [General].

Change ID & Password  Logout

Authorized Send Configuration canon

Authentiation

E-Mail Service

Scan to E-Mail Authentication Servers
Scan o Folder
[=ioes EE=E ] Domain Name Authentication Method
Scan o FFax Address Book Googl
gmail com oogle
Scan to RightFax o bl bl
Scan to Fax2Mail O scsd3local Stmple
Fax Forwarding [  Anomymous Aronymous
Scan to FTP
Scan o SharePoint
Scanto Bx |
Scan to Google Drive
= Authentication Order Settings

Scan o Mult-Destinations

gmail.com-Google
One-Touch Buttons Authentication Servers |scsd3.local-Simple
Feature Controls Anonymous-Anonymous Up | Down
Scan Settings Reset | T |

File Mame Template
Metadata Index
Options

Logs and Report

Configuration
Management

Disclaimer
About

The Scan to Fax screen is displayed.
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2. Configure the settings under <Access Controls>.

Scan to Fax

Access Controls

Disabled Item Default Value

Address Book
Address Book Entry Add/Delete

Fax Numbers

General Settings
Fax Button Label: ¥| Default
Scan Setting Profile: Default -

User Box for Scanned Images: 99 ~
User Box PIN: (leave blank if not required)
7| Job Status Notification
Print Job Status
E-Mail Job Status to Self

Reset | Save |

Access Controls
Disabled Item Column

Address Book: Select this check box if you want to restrict user access to
the [Address Book] key on the Authorized Send SCAN TO
FAX screen on the machine. If you select this check box,
the [Address Book] key is not displayed on the Authorized
Send SCAN TO FAX screen on the machine. The user can
manually specify a fax number, but cannot select a fax
number from the address book.

Address Book Entry  This check box is displayed only if the [Address Book]

Add/Delete: check box is not selected. Select this check box if you want
to disable and hide the [Add] and [Delete] keys on the
Authorized Send FAX ADDRESS BOOK screen on the
machine.

Fax Numbers: Select this check box if you want to disable the [Fax
Numbers] text box on the Authorized Send SCAN TO FAX
screen on the machine.
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Default Value Column

Fax Numbers:

Enter a default fax number to be displayed in the [Fax
Number] text box on the Authorized Send SCAN TO FAX
screen on the machine. The [Fax Numbers] text box is
required only if both the [Address Book] and [Fax
Numbers] check boxes are selected. You can enter a string
that consists of only numbers separated by commas or
semicolons. The maximum number of characters you can
enter is 255. The default setting is blank.

Configure the settings under <General Settings>.

Access Controls

Scan to Fax

Disabled Item Default Value

Address Book
Address Book Entry AddDelete

Fax Numbers

[ General Settings

User Box PIN:

Fax Button Label: V| Default
Scan Setting Profile: Default ~
User Box for Scanned Images: 99 ~

V| Job Status Notification
Print Job Status
\ E-Mail Job Status to Self y

(leave blank if not required)

Reset | Save |

General Settings

Fax Button Label:

Enter the label for the [Scan to Fax] key that appears on the
Authorized Send MAIN screen on the machine. Itis a
required text box that cannot be left blank. The number of
any characters permitted is restricted by the width of the
Scan to Fax icon. The default setting is ‘Scan to Fax’.
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Default:

Scan Setting Profile:

User Box for
Scanned Images:

User Box PIN:

Job Status

Notification:

Print Job Status:

E-Mail Job Status
to Self:

4. Click [Save].

& NOTE

Select this check box if you want to use the default Fax
Button Label setting (‘Scan to Fax’). The Fax Button Label
text box cannot be changed when the Default check box is
selected.

Select a scan setting profile from the drop-down list. The
default setting is ‘Default’, which corresponds to the
default settings on the Scan Settings screen.

Select from [0] to [99] from the drop-down list. The value
selected is used by Authorized Send to save temporary data
for each Authorized Send SCAN TO FAX session. The
default setting is *99°.

Enter the value to be used by Authorized Send for access to
the User Box, if it requires a PIN. The default setting for
the [User Box PIN] text box is blank.

Select this check box if you want the logged on user of the
Scan to FTP session to receive confirmation printout or
email.

The [Print Job Status] check box is displayed only when the
[Job Status Notification] check box is selected. Select this
check box if you want the logged on user of the Scan to
FTP session to receive a confirmation printout.

The [E-Mail Job Status to Self] check box is displayed only
when the [Job Status Notification] check box is selected.
Select this check box if you want the logged on user of the
Scan to FTP session to receive a confirmation email.

e Validation is performed after you click [Save] to see if:
- The [Address Book] and [Fax Numbers] check boxes are both selected, and the
[Fax Numbers] text box is not empty.
- The maximum number of acceptable characters in the [Fax Numbers] text box

Is 255.

- The [Fax Numbers] text box default value contains only numbers, commas, or

semicolons.

o If you make a mistake while configuring the settings, click [Reset] to return the
settings to their original values.
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2.8.1 Creating a Fax Address Book

You can create a Fax Address Book to store your fax numbers.

1. Click [Scan to Fax] — [Address Book].

Change ID & Password  Logout
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Scan to E-Mail Authentication Servers
Scan to Folder
| EEEER EET Domain Name Authentication Method
Scan to FFax Address Book ]
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Scanto FTP
Scan o SharePoint

Scan o ox |

Scan to Google D
C11 0 BopglE DTIvE Authentication Order Settings
Scan to Mul