
EHR SECURITY  
SOLUTIONS  
& SERVICES
A MULTI-LAYERED APPROACH TO HELP  

PROTECT HEALTHCARE ORGANIZATIONS

SMART CHANGE STARTS HERE.



OUR MISSION
Securing healthcare environments has never been more 

critical than it is today. Establishing and maintaining  
a security posture that adequately protects patient  

data and balances interoperability, transformation, and 
innovation is top of mind for healthcare leaders. This  

is true for both acute and ambulatory care settings.

Our mission is to offer our partners solutions and  
services that can help their efforts to comply  

with HIPAA standards, provide improvements  
in productivity and efficiency, and protect 

information as it flows inside and outside  
of healthcare settings.

5 PILLARS OF SECURITY

Device 
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Print 
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Document 
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Security Cybersecurity

•   Authentication
•   Role-based Access
•   HD Overwrite
•   HD Encryption
•   Network & Protocol

•   Authentication
•   Pull Printing
•   Encryption (in  

transit and at rest)
•   Keyword Intercept
•   Auditing

•   Secure Storage
•  Encryption
•  Roll-based Access
•  Copy-lock

•   Consultation
•  Assessments
•  Penetration Testing
•  GDPR Prep
•  Incident Response
•  Virtual CISO
•  Training & Awareness

•   File Encryption
•  Access Control
•  Tracking & Auditing
•  Data Loss Prevention

A MULTI-LAYERED APPROACH TO EHR SECURITY
Security is not a destination, it is a journey—safeguarding sensitive information, ensuring privacy, and preempting any breaches  
or threats that can compromise confidentiality, integrity, and availability. According to a 2018 study published in the HIPAA 
Journal, there have been 955 major healthcare security breaches in the last three years. The three main causes of breaches  
in healthcare settings are hacking/IT incidents, unauthorized access and disclosure, and the loss of physical records or 
unencrypted electronic devices containing ePHI (electronic Personal Health Information). Canon Solutions America approaches 
Electronic Health Record (EHR) security through a holistic, multi-layered approach comprising five pillars.



DEVICE SECURITY
WHAT ABOUT PRINTERS AND MFDs? 
PRINTERS AND MULTIFUNCTIONAL DEVICES ARE OFTEN OVERLOOKED.
The Canon imageRUNNER ADVANCE Third Generation devices all come equipped with the ability to “harden” the configuration  
to lessen the chances of compromising patient privacy. Our National Consulting Services (NCS) organization is prepared to assist  
IT personnel and administrators in healthcare settings to harden their endpoint devices.

For more information about device hardening, please visit Canon Solutions America’s Security Solutions & Services website at 
csa.canon.com/security and source the Canon imageRUNNER ADVANCE White Paper.
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Vulnerabilities 

•   SNMP

•   SSL

•   Certificates

•   Network & Web

•   Trusted Platform 
Module (TPM)

•   HDD Data 
Encryption

•   HDD Data Erase

•   HDD Data Erase 
Scheduler

•   HDD Initialize  
with Report

•   HDD  
Password Lock

•   Removable HDD

•   Secured Print/
Encrypted  
Secure Print

•   Encrypted PDF

•   SSL/TLS 
Encryption

•   IPSec Support

•   Wireless  
LAN/IEEE 802.1

•   Security 
Enhancements

•   TLS 
Improvements

•   Device Based

•   Canon’s  
Universal Login 
Manager (ULM)

•   Card Based

•   Remote Operator 
Kit LUI Mask

•   Firewall 
Management

•   Security Policy

•   Security 
Enhancements

•   Audit Logging



PRINT SECURITY
Despite the rate of EHR adoption, more than 1.2 billion clinical documents 
continue to be produced in the U.S. each year. The next logical progression after 
securing printers and a multifunctional device fleet is to secure the output of 
those devices. Closing security gaps in your printing and imaging environment 
should be an essential piece of your overall security strategy. Additionally,  
there are key features and functionality embedded in many print management 
solutions that can aid you in your security journey.

•  User Authentication 

•  Pull Printing

•  Watermarking
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UNSECURED 
PERSONAL 
PRINTERS

UNAUTHORIZED REPRODUCTION SECURITY
As healthcare organizations upgrade their devices and move into the world 
of digital high-speed variable print processes, security features need to be 
enhanced to maintain the confidentiality of clinical files and Personal Health 
Information (PHI). Whether your organization needs to prevent altering or 
duplicating sensitive information from a digital document, or photocopying  
a hardcopy lab result, the need for privacy is paramount.

As a healthcare leader, you are continually being called upon to provide 
solutions that protect EHR throughout the continuum of care.

•  Keyword Intercept

•  Auditing

•  Device Personalization



DOCUMENT SECURITY
Comprehensive EHR interoperability means PHI should be thoroughly 
protected, meticulously managed, and easily accessible. However, the 
consolidation of healthcare systems, incompatibilities between EHR products  
from different vendors, and privacy, and data protection rules place a significant  
burden on healthcare IT and security professionals. Canon provides content 
management solutions with a secure repository that can help protect your  
EHR both in transit and at rest.

	

	

SAFEGUARDING THE SECURITY OF YOUR INFORMATION
Canon Solutions America understands that managing information securely  

is a fundamental aspect of EHR interoperability. You need to ensure that  
sensitive documents are only available to authorized users, are backed up  

securely, and all activity can be fully traceable via an audit log.

•   System permissions restrict unauthorized access  
to document repositories

•   Fully customizable access permissions for specific  
content and data

•   Anti-tamper measures ensure document authenticity

•   Automatic document back-up for disaster recovery

•   Audit Trail for tracking user and document activity

•   Conforms with security standards, regular penetration testing

•   Automated Retention Policy configuration



INFORMATION SECURITY
DO YOU EVER WONDER? 
WHAT HAPPENS TO EHR ONCE IT TRAVELS BEYOND YOUR WALLS?

FIREWALL

Canon Solutions America offers our partners a flexible enterprise digital rights management (EDRM) solution that helps  
users protect their data and personally identifiable information (PII) at the file level, as it travels. Most organizations focus  
on protecting the perimeter through firewalls and the inside with malware and virus protection solutions; but can miss taking 
critical steps to safeguard EHR when they travel outside of the original point of care for the purposes of collaborative treatment.  
Now clinical document owners have the ability to manage access through cloud-based encryption keys and set parameters around:

•   Access privileges

•   Editing rights

•   Availability time frame

•  Real-time revocation

•   Uneditable audit trail

•   Global file tracking



CYBERSECURITY
With the help of our cybersecurity services, healthcare leaders can help secure patient data without feeling like they have  
to do it alone. We work with executives in a variety of health settings to provide human resources with top level skills.  
We can collaborate with your organization to develop a successful security posture ranging from cyber etiquette training  
for staff, virtual Chief Information Security Officer (CISO) services, or guidance to assist with HIPAA compliance efforts;  
we work with experts who can help.

•  Vulnerability Assessments

•  Penetration Testing

•  Consultation

•  Training & Awareness

•  Virtual CISO

•  Incident Response

•  Application Testing

2,181
NUMBER OF HEALTHCARE  

DATA BREACHES  
BETWEEN 2009 AND 20171

$49 MILLION
COLLECTED IN FINES BY  

HHS IN 2017 FOR  
HEALTHCARE DATA BREACHES3

41%
OF THE U.S. POPULATION HAS  

HAD SOME PHI EXPOSED  
DUE TO SECURITY BREACHES2

1 HIPAA Journal March 2018 Healthcare Data Breach Statistics
2 HIPAA Journal March 2018 Healthcare Data Breach Statistics
3 HIPAA Journal March 2018 Healthcare Data Breach Statistics 

Failure to evaluate and mitigate the vulnerabilities in healthcare organizations can result in significant financial penalties,  
lost time, lost reputation, and moreover, loss of trust. Awareness training, due care, and due diligence are table stakes toward 
achieving HIPAA compliance and avoiding costly data breaches. Ask us how we can help you get started.

PREEMPTIVE ACTION CAN HELP PREVENT DISASTER

Today, it’s not “if” an organization will experience  
a data breach, but rather “when”.



Canon Solutions America does not provide legal counsel or regulatory compliance consultancy, including without limitation, Sarbanes-Oxley, HIPAA, GLBA, Check 21 or the USA Patriot Act. Each customer must have its own qualified 
counsel determine the advisability of a particular solution as it relates to regulatory and statutory compliance. Canon products offer certain security features, yet many variables can impact the security of your devices and data. 
Canon does not warrant that use of its features will prevent security issues. Nothing herein should be construed as legal or regulatory advice concerning applicable laws; customers must have their own qualified counsel determine the 
feasibility of a solution as it relates to regulatory and statutory compliance. Some security features may impact functionality/performance; you may want to test these settings in your environment.

Canon Solutions America, Inc. (“CSA”), is compensated to refer prospective customers to our cybersecurity providers (“Provider”). Customer acknowledges and agrees that: (i) Provider will provide products and services to you pursuant 
to an agreement between you and Provider; (ii) CSA shall have no obligation or liability therefore; (iii) you shall look solely to Provider as to any claim or cause of action arising from such products and services, or your agreement with 
Provider; and (iv) you waive your rights to bring any such claim or cause of action against CSA.

Neither Canon Inc., nor Canon U.S.A., Inc., nor Canon Solutions America represents or warrants any third-party product or feature referenced hereunder. Canon is a registered trademark of Canon Inc. in the United States and may also 
be a registered trademark or trademark in other countries. All other referenced product names and marks are trademarks of their respective owners. Specifications and availability subject to change without notice. Not responsible for 
typographical errors.

© 2018 Canon Solutions America, Inc. All rights reserved. 10/18-532-2783

For more information,  
call or visit 1-800-815-4000  
CSA.CANON.COM/SECURITY


